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MISSION

Enterprise Technology Management architecture provides the framework by
which agency management information business objectives are achieved.  With
continuous self-examination and leveraging technology as needed, TDHS
technologies are managed from a unified, proactive approach while being
accountable to agency requirements and the needs of our customers.

 INTRODUCTION/BACKGROUND

DHS’s Enterprise Technologies Management Architecture is the framework that
identifies the requirements for managing, maintaining, and supporting the
enterprise-wide technical architecture.  It’s primary emphasis is on centrally
managing a wide range of technologies at geographically distributed sites.
Resources managed include the servers, routers, and other agency assets,
databases, applications, networks and Internet components necessary to conduct
the automated business functions of TDHS.

DHS has a heavy investment in mainframe operations, which successfully utilizes
a variety of disciplines, standards and tools. With improvements in networking
technologies and the capabilities of PC's exponentially increasing, TDHS has also
embraced a wide variety of servers, workstation platforms, and other technologies
which are better suited to rapidly changing environments and needs.  These
include graphical front ends for workstations, Novell file servers, Microsoft NT
Servers, and a variety of UNIX platforms.  These servers support mission critical
applications for many of the agency’s business functions.

This new mix of technologies is inherently less secure than the previous
monolithic environment and has greatly increased the complexity and challenges
of Enterprise Technologies Management.  There are a wide variety of choices for
management platforms, but none fit the environment perfectly.  Avoiding non-
standard point solutions for specific management needs is very important to
“growing” the management functions.  Integrated solutions involving our existing
management frameworks, the companies who developed them and their partners
will provide us with the ability to increase management capabilities while
controlling the cost and complexity of management.
Standards and procedures are being developed that will help us to support all
mission critical client/server applications regardless of where they reside.
Enterprise Technologies Management, which applies the appropriate standards,
practices, procedures and tools to all types of computing environments, enables
TDHS to maximize the use of it’s information processing resources and enhances
the accessibility, timeliness, and quality of service to its citizens.
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In order to be proactive in supporting the computing environment at TDHS, it
is important to manage the capacity, reliability, stability and accessibility of all
computing systems.  This is accomplished through performance tuning and
optimization, monitoring and measuring, adding newly deployed solutions
under Enterprise Technologies Management and providing disaster recovery,
backup and restoration services.
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Figure 1 EWTA Component Taxonomy
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COMPONENTS

Enterprise Technology Management processes can be organized into three
major categories:

Availability - Ensuring that TDHS technologies are functioning in an
unconstrained fashion.

Infrastructure Services - The ability to maintain the state, status and
configuration of TDHS infrastructure
technologies.

Operations - Operational disciplines that ensure the continued performance of
TDHS technologies day in and day out.

Figure 2 depicts the relationships and interaction between the different
components with in Enterprise Technology Management.
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The following technology components have been identified as necessary for
the successful implementation of Enterprise Technology Management
Architecture.

! Help Desk
The central collection point for MIS customer contact and control of
problem, change and service management processes

! Asset Management
A centralized repository that will track TDHS technologies from
procurement and deployment, through retirement.  This capability is
tightly coupled with other architecture components such as; Change
Management, Software Distribution, Help Desk, Remote Control, etc.

! Change Management
Tracks all changes to the enterprise environment, coordinates change
related work orders, prioritizes change requests, authorizes production
changes, schedules resources, and assess the risk and impact on enterprise
resources.

! Systems Management Platform
The management of separate individual computers/systems including data
management, network (LAN/WAN) management, data security,
installation and configuration of software and hardware, fault
management, and performance tuning.

! Performance Management
Measure and report defined performance metrics gathered by technologies
within the Enterprise

! Capacity Planning and Management
Defines, measures, documents, analyzes trends and predicts resource
utilization.

! Configuration Management
The ability to classify and manage the evolution of technologies within the
enterprise both during the initial stages of development and during all
stages of maintenance.

! Accounting Management
Identifies individual and group access to various resources either to ensure
proper access capabilities or to correctly charge the individuals for the
access.

! Fault Management
The ability to discover, locate, and possibly solve faults within the
enterprise.

! Storage Management
Governs the creation, maintenance and retention of data, including tape
and disk management process.
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! Scheduling
The ability to prepare jobs for execution, resolve interdependencies,
launch, track and produce documentation for each job.  Also, provides for
data sharing, rollback, checkpoint restart, as well as, automate job
scheduling operation across the enterprise.

! Backup and Recovery
Capability to perform full and incremental backups of enterprise wide data
from a local, remote or central location. Also, provides for restoration of
enterprise wide data from a local, remote or central location.

! Software Distribution
The ability to deploy shrink-wrapped applications, operating systems and
custom client/ server applications in a multistage distribution, perform
installation/activation, synchronize client and server updates, provide
rollback and checkpoint restart, highly scalable, support multiple
platforms and optimally utilizes the WAN .

! Remote Management/Control
The ability to control, monitor, probe and reboot enterprise wide
technologies from a remote or central location.



TEXAS DEPARTMENT OF HUMAN SERVICES

Enterprise Technology Management Architecture Page 10 OF 22

8/31/1999 Version 1.0

DOMAIN PRINCIPLES

The following principles guide the design of Enterprise Technology
Management and selection of components that will support all computing
activities across TDHS:

Principle 1: Enterprise Technology Management must employ and
maintain a unified architecture, which manifests itself in
the form of seamless process communication with other
Framework components.  The resulting Framework and its
components would enable process activities in one
component to trigger responses in others (reference figure
2).

Justification:
Utilization and maintenance of a unified Enterprise Technology Management
architecture will allow TDHS to:
- Acquire and develop compatible components and tools
- Provide consistent standards and configurations
- Achieve integration complexity
- Communicate how processes and technologies relate and interact
- Achieve common goals and objectives across the enterprise
- Centrally manage and monitor all enterprise technologies.
- Accelerate problem resolution and maximize use of existing agency

resources.
Best Practice:
Centralize management and monitoring of all enterprise technologies.
Pre-acquisition communication enhances the ability for agency wide
standardization thereby resulting in cost reduction.
Implication:
Frequent and consistent communications across all organization boundaries must
occur.
Technology Management becomes a consideration in all Domains.
Some of the legacy system might not fit into this domain.
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Principle 2: Reduce system management complexity by governing the
number of acquired and supported products.

Justification
Technology management is a complex task. By decreasing the number of
vendors, products and configurations, TDHS will be better able to manage this
complexity.  TDHS will benefit by reducing the number of competencies
required, thus reducing training cost, simplify operations and administration,
while optimizing utilization of staff. Also, product evaluation and selection time
can be reduced, thus shortening the time to implement new technologies
Best Practice:
Look to component vendors or partners for sub-component products
Maintain configuration discipline
Implication:
By limiting TDHS's choices and options, purchasing leverage and flexibility will
also be limited.  This can be offset by economies of scale purchases from a
limited number of vendors.

Principle 3: Enterprise Technology Management will acquire and
deploy Commercial-Off-The-Shelf (COTS) products, when
ever possible.

Justification
Utilization of COTS products allows TDHS to:
- Accelerate implementation timeframes
- Draw on broader and deeper support expertise
- Leverage experience and knowledge of a larger customer base.
- In-house expertise can focus more on Agency business needs rather than tool

development.
- Leverage industry trends and changes in the marketplace
- Evaluate and test products before committing to substantial investments or

committing to in-house development.
- Focus on specific business/agency needs.
Implication:
- Increase outsourcing options.
- Reduce TDHS development environment
- Variances of cost are reduced, total cost of ownership is easier to quantify and

manage.
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Principle 4: Enterprise Technology Management will give preference to
mainstream products, developed by established, financially
secure companies.

Justification
TDHS needs to avoid weak vendors who may be exiting a given market.
TDHS should pick vendors who can provide support for the long term. This
will help to reduce the risk of TDHS supporting 'orphaned' technology.
Implication
The agency must be able to develop criteria in order to help determine whether a
vendor is weak or emerging.
Legacy technologies have to be carefully examined.

Principle 5: Enterprise Technology Management will give priority to
vendors and products that adhere to industry standards
and open architecture.

Justification
By adhering to industry standards and an open architecture Technology
Management increases its integration and interoperability capabilities across the
enterprise.  In addition, adherence to these key factors assists in defining product
selection criteria and allows the architecture to be flexible and adaptable.
Implication
- Easier to outsource
- Re-examination of legacy systems should be conducted to ensure adherence

to industry standards and open architecture.
- Improved manageability
- Standards based products
- Agency commitment to Research and Development to stay current with

industry standards and trends.

Principle 6: Enterprise Technology Management must plan for growth
and expansion of services and capabilities.

Justification
The Enterprise Technology Management architecture should be designed to
accommodate not only the current services and capabilities, but support
anticipated normal growth without redesign. Additionally, this architecture must
be scalable to support the various and geographically disperse technologies within
TDHS.
Implication
- Will take advantage of performance management capability
- A baseline of the TDHS environment should be created, which will produce a

historical reference.
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Principle 7: Enterprise Technology Management must provide recovery
plans and technology that ensure the continued operations
of TDHS' critical business functions when productivity is
threatened by unforeseen circumstances.

Justification
The Department of Information Resources mandate a documented disaster
recovery plan and yearly testing.  In addition, Agency data is an important asset
and would be expensive or impossible to fully recover.  Delivery of client
services is dependent on continuing operations.
Implication
- Good definition of business needs is a must to begin disaster plan.
- Regular testing of the disaster planning is essential.

Principle 8: TCO will be considered in Enterprise Technology
Management acquisition/replacement decisions.

Justification
TCO should be a major factor in acquisition/replacement decisions in order to
increase cost-efficiency and accurately reflect all tool and product expenses.

Principle 9: Exiting Management technologies must use a TCO-driven
retirement plan.

Justification
A TCO driven retirement plan would allow TDHS to balance resources needed to
replace obsolete management technologies versus maintenance costs associated
with extended use of outdated technology.
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COMPONENT LEVEL PRINCIPLES

Principle 10: Help desk system with an information repository will be the
central collection point for end user, operational and
application problems to provide problem resolution
monitoring and metric collection that can be used for
quality analysis and measurements against service level
agreements.

Justification
A system which employs state-of-the-art automated tools to record and track user
request for service, alerts and events, as well as execute automated escalation
procedures based on business requirements can integrate with many other support
functions including change, service, operation, and asset management, training,
installation, and maintenance services.  This system can be use to build a
knowledge base of solutions to common problems and to collect and analyze
metrics to avoid recurring problems impacting business productivity.
Implication
Problem reports must have consistent, timely, accurate and complete description,
priority and resolution information.
All technologies must provide alerts or event.

Principle 11: The system management platform will provide a
framework which will enable real-time management of the
current range of enterprise technologies, and allow for
growth through “best of breed” products which tightly
integrate with this platform.

Justification
- Provides timely information to systems managers which assists in optimizing

response times, minimizing outages and optimizes data handling within the
Enterprise environment.

- Tightly integrated solutions will permit faster response to problems and
automated fixes to a variety of conditions, such as the restart of failed
processes or services.

- The framework will allow managers to focus on problem sources regardless
of the technology being managed.

- The management platform will provide services for transactions, security,
event alerts, and provide for correlation of error events.

- The basic system must provide for monitoring of a wide range of platforms,
and fault management for those platforms.  Additional services, such as
storage management, performance management, memory management,
utilization reporting, trend analysis, and more will either be included, or
tightly integrated.

- The product should provide options for partitioning the physical environment
into logical environments.  This will assist in scalability and separation of
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management responsibilities and duties.
- Will provide a standard graphical representation of the managed environment

and be accessible via WEB-based technology.
Implication
Best of Breed solutions will have to be sub-optimized to support the need for tight
integration

Principle 12: Selected tools must support the definition of reliable
metrics and provide reports for proactive Enterprise
Technology Management.

Justification
Reliable metrics and reports must be defined and used to assist TDHS managers,
help desk staff, and the user community to assess the effectiveness of the help
desk in meeting organizational goals.  Both consolidated high level and low level
detailed measures are critical to successful service desk operations.  Monitoring
system information and trend analysis of performance statistics for comparing
system operations generates important information necessary to remotely support
each of the domains and their sub-components monitored by Enterprise
Technology Management.  Metrics should be used and supported by each
particular tool to identify trends and to support a proactive management approach
that anticipates and avoids problems.

Principle 13: Enterprise Technology Management tools shall support the
monitoring and measuring of capacity (inventory), systems
reliability (uptime), system stability and accessibility

Justification
Recognizing that there may be different tools for managing different solutions, it
is still important to seek consistency for selected tool sets.  The common area of
consistency is in providing proactive solutions for these purposes.

Principle 14: Design for advance notice of failure

Justification
- System components should proactively ALERT in advance of failure

including predictive capability.
- System generated alarms and alerts should be automatically routed to the

appropriate Enterprise Technology Management resource.  For example:
- Database problems should be routed to the database support group.
- PC hardware problems should be routed to PC support.
- Agents should be able to issue alerts for both hardware and applications.
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Principle 15: Enterprise Technology Management solutions shall
encompass support for remote Enterprise Technology
Management

Justification
There are two inferences from this principle:
- Enterprise Technology Management solutions must provide remote access

and authentication from systems that are not dedicated to the Enterprise
Technology Management solution.  For example, an engineer who receives a
support call at home should be able to dial-in, check the status and take any
corrective actions that the system allows, remotely.

- For systems that are remote (i.e., not physically connected to the systems
centrally at TDHS), the tools should support the management of the remote
system when connected to the network, regardless of connection method.

- Some examples of remote Enterprise Technology Management services
include:
- Backup, archiving and recovery
- System, database, application and desktop health monitoring
- Software distribution to the server and/or desktop
- Remote control of servers and desktops
- Perform remote troubleshooting and diagnostic tests
- Remotely capture, filter, decode, analyze, edit and replay network protocol

packets.
Implication
- Remote management solutions must balance technology with the needs of the

people and resources required for using them.
- Increased bandwidth utilization.
- Balancing and integrating centralized and de-centralized control.

Principle 16: Selected solutions shall limit customer responsibilities for
Enterprise Environment Management

Justification
Similar to the requirement for remote Enterprise Technology Management, this
principle reinforces the concept and tightens the requirement by recognizing the
costs for TDHS to provide competent staff to perform such functions at remote
locations.  Therefore, even though the equipment may be located close to the
business community, local user efforts should be concentrated on performing
their business functions rather than on system management tasks such as system
configuration, debugging and/or backup.
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Principle 17: Maintain configuration inventories in real time

Justification
Inventories of hardware and software configurations should be maintained by, or
be available to the help desk, network support staff and other Enterprise
Technology Management and support team members.  Asset management
information should include all physical components (processor, RAM, disk drive,
network cards, and add-on cards).  It should also contain information on all
software installed on agency servers and workstations, including any necessary
software licensing information.  This could be accomplished through the use of
discovery “agents” or applications that survey and record current inventory and
configuration information from desktops, servers, routers, and switches.  This
information can aid managers in life cycle planning and gap analysis.
Implication:
The Asset Management product selected for use with the Enterprise Technology
Management platform should provide some linkage to the TDHS property
management system.
The agency’s compliance with legislative mandates on software licensing may be
more easily measured.

Principle 18: Backup and recovery will provide for real time fast and
comprehensive recovery of agency hardware and software.

Justification
- Central point of control will allow a fast assessment of necessary components

for site or resource recovery.
- Technology should be leveraged as much as possible when developing

disaster recovery approach.
- Provide maximum flexibility for different contingencies.
- Integrate with Fault Management technology
Implications:
To ensure that business needs can continue to be met a single entity needs to be
responsible for disaster recovery coordination.
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Principle 19: Software Distribution will allow for the efficient, reliable,
and heterogeneous distribution and installation of client &
server application components.

Justification
Software distribution consist of the ability to deploy shrink-wrapped applications,
operating systems and custom client/ server applications in a multistage
distribution, perform installation/activation, synchronize client and server
updates, provide rollback and checkpoint restart. Highly scalable (e.g.,
distributions to forty thousand desktops and 1000 servers), support multiple
platforms (e.g., Unix, NetWare, Windows NT, Windows 95/98 and 3.1, and
DOS) and optimally utilizes the WAN.
Implications:
To avoid duplication of efforts a single authority is necessary for effective
administration of software distribution

Principle 20: Remote control should provide a secure, reliable method to
control client systems.

Justification
Solution should be integrated with the help desk management software, provide a
secure session, require client’s permission or knowledge before activating and be
able to have white board capabilities that allow end user interaction.

Principle 21: Performance and Capacity Management provide measures
facilitating smooth end to end data delivery and provide
historical information to assist in planning future
environments.

Justification
- Accurate metrics of data traversing all technologies will assist in identifying

causes of congestion.
- Meaningful metrics allows easier pinpointing of problems. Avoid trial and

error methods of troubleshooting.
- Provide customizable reporting trend analysis.
- Integrate with the systems and fault management platform and the help desk

through the use of thresholds and traps.
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STANDARDS

The following standards have been established to support operational Enterprise
Technology Management for the enterprise. As new and/or revised standards
emerge, they will be documented in a future release of this section.  Standards
reflect the current state of the infrastructure at TDHS.  It’s important to note that
infrastructure is only an instantiation of the architecture at a point in time.  The
infrastructure may or may not reflect the future state envisioned by the principles,
but it does provide a leverage point for future technology investments that assist
in meeting the principles.

Standards 1: SNMP protocols
The Simple Network Management Protocol (SNMP) is a group of Internet
protocols that is the standard for managing TCP/IP based networks. It is built into
the devices (concentrators, routers etc.) in the network and in the network
operating systems of the servers and workstations. The network management
system uses SNMP to collect statistics and other information on network devices.
SNMP is also used to send commands that control TDHS network devices.
SNMPv2, simply called SNMP, is the recommended standard.

Standards 2: RMON products
Remote Monitoring (RMON) products are used in most enterprise networks.
RMON products provide packet collection, decoding and analysis to the MAC
layer of the Operating Systems Interconnection (OSI) stack using a combination
of consoles and hardware and software probes that relied on SNMP MIB data
collections. In 1992 the Internet Engineering Task Force, IETF, specified the
RMON1 standard in RCF 1271. The RMON1 MIB extends SNMP capability by
monitoring sub-network operation and reducing the data collection burden on
management consoles and network agents. The RMON2 standard was approved
by the IETF in January, 1997 in RCF2021. RMON2 includes a new MIB to
extend network monitoring into the application-monitoring layer. RMON
functionality is growing to include functions like applications monitoring, report
generation and bandwidth allocation. All major network device vendors have
added RMON MIB collection capability to their products, although the depth of
implementation relative to the full RMON specification varies among vendors
and products.

Standards 3: DMI standard
The Desktop Management Interface (DMI) standard was developed by the Desk
Top Management Task Force (DMTF) which sets specifications for the
management of the desktop environment. The DMI is a set of API’s that allow
different vendor applications to consistently share the desktop. It sets the standard
for a management platform, which enables a common standardized mechanism
for Enterprise Technology Management of the desktop while permitting vendor
differentiation. As vendors build desktops with embedded DMI standards,
important desktop management information will become available.
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Standards 4: WEB-BASED ENTERPRISE MANAGEMENT
Web-Based Enterprise Management (WBEM) is an initiative based on a set of
management and Internet standard technologies developed to unify the
management of enterprise computing environments. WBEM provides the ability
for the industry to deliver a well-integrated set of standard-based management
tools leveraging the emerging technologies such as CIM and XML.

The DMTF Common Information Model (CIM) is a data model, a conceptual
view of the managed environment, that attempts to unify and extend the existing
instrumentation and management standards (SNMP, DMI, CMIP, etc.) using
object-oriented constructs and design. Note that the word, "unify", is used in the
preceding sentence, not the word, "replace". CIM does not require any particular
instrumentation or repository format. It is only a data model – unifying the
information, using an object-oriented format, made available from any number of
sources.

The eXtensible Markup Language (XML) is a subset of the Standardized
Generalized Markup Language (SGML). Markup languages (such as XML, or
SGML) are designed to add structure and convey information about documents
and data. In "markup" languages, the main mechanism for supplying structural
and semantic information is by decorating the document with "elements"
comprising a "start tag", optionally some content, and an "end tag".
XML is a markup language used for representing structured data in textual form.
A specific goal of XML was to keep most of the descriptive power of SGML
whilst removing as much of the complexity as possible. XML is similar in
concept to HTML, but whereas HTML is used to convey graphical information
about a document, XML is used to represent structured data in a document.
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COMPONENT STANDARDS AND PRODUCTS

TECHNOLOGY
COMPONENT

STANDARD VENDOR - PRODUCTS

Help Desk Peregrine Systems - Service
Desk
Remedy -Action Request
System
Royalblue - HelpDesk

Asset
Management

Peregrine Systems- Asset Center,
InfraTools
Remedy - Remedy Asset
Management
Microsoft - SMS
Intel - LANDesk Management
Suite
Novell- Z.E.N.Works

Change
Management

Software
Change
Control
(SCC)

Peregrine Systems - Service
Center
Remedy - Remedy Change
Management
Royalblue - ChangeManager
C.A. - Harvest

Systems
Management
Platform

RMON
SNMP
CIM
XML
WBEM

HP ***- OpenView
Tivoli ***- TME
BMC - Command/Post***
CA ***- Unicenter
Candle *** - Command Center

Fault
Management

RMON
SNMP
CIM

HP - OpenView
Tivoli - TME
CA-Unicenter
Microsoft - SMS
Novell - ManageWise
INS - VitalHelp
Candle - Command Center

Performance and
Management

RMON
SNMP

Cisco - Cisco Works
INS - EnterprisePro
Microsoft - SMS
Novell - ManageWise
Candle - OMEGAMON

Capacity Planning
and Management

Cisco - CiscoWorks
INS - VitalAnalysis
Candle - OMEGAMON

Configuration
Management

Software:
Novadigm - Radia
Microsoft- SMS
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TECHNOLOGY
COMPONENT

STANDARD VENDOR - PRODUCTS

Novell -  Z.E.N.Works
Peregrine - Service Center
C.A. - Harvest
Intersolve - PVCS
Rational - Clearcase
IBM - CMVC
Legent - Endevor
Hardware:
Intel - LANDesk Client Manager

Accounting
Management

Peregrine - Service Center
Remedy - Action Request

Storage
Management/Bac
kup and Recovery

BMC - Patrol
HP - OmniBack
IBM - ADSM
Veritas - NetBackup
Legato - Networker

Scheduling Tivoli - Maestro
Software
Distribution

Novadigm - Enterprise Desktop
Manager
Microsoft - SMS
Novell - Z.E.N.Works
Intel - LANDesk Management
Suite

Remote Control Microsoft - SMS
Novell - Z.E.N.Works
Intel - LANDesk Management
Suite
Peregrine - InfraTools
Symantec - Norton Desktop
Manager
*** = These platforms also
provide other technology
component capabilities

Table 1
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MISSION

Application Architecture defines the technologies, standards, and guidelines for the
development of applications within The Department of Human Services’ distributed
computing environment.  These technologies, standards, and guidelines provide
support for changing business needs and new technologies.

INTRODUCTION/BACKGROUND

The Texas Department of Human Services, like most large public and private
enterprises, relies heavily on computer applications to support its business operations.
Because business processes change dynamically, it is important that computer
applications also be able to change rapidly. Applications capable of being easily and
quickly modified are called “adaptive systems”.

To date, most applications developed by TDHS are large monolithic applications or
2-tier client/server applications. The existing application inventory reflects not only
the tools available at the time the applications were developed, but also how system
development projects were funded. Applications were originally designed and funded
to perform a specific operation, for a specific business area, and were developed
independently. The ability to communicate with other applications was not always a
requirement of the original design; however, as requirements change inter-application
communication was required and custom interfaces were built to address this need.

Figure 1-1. Legacy applications were developed and operated independently
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The existing application architecture adversely impacts TDHS’s business in three
ways:

! The cost and time associated with modifying existing applications to
support new business requirements.

! The difficulty in integrating applications to share common services and
data.

! The expense in developing, using and maintaining new applications
because there is little reuse of code between software.

Recently, application development tools and technology have evolved to address
these problems:

! Units of code previously duplicated in many applications can be packaged
into components or services and reused by different applications.

! Middleware products allow applications to communicate with each other,
access data residing on different platforms, and access shared services thus
facilitating the sharing of resources across applications.

! Platform independent languages such a C and Java allow applications to
be more portable across a range of platforms.

! New user interface devices, such as web browsers have been introduced
integrating graphics, text, video and voice into a common framework
allowing more communicative user presentation of information.

DHS can achieve greatest efficiency by combining new technology with applications
designed for flexibility, using methodologies fostering a culture of reuse.

TECHNICAL COMPARISONS OF APPLICATION ARCHITECTURES

This section discusses application design approaches in a historical sense. It shows
options for implementing client/server application architecture by comparing
monolithic, two-tier, three-tier, N-tier architectures.

All computer applications regardless of what they do, or the technologies with which
they are implemented have three general areas of functionality:

! Business rules: Business rules are the parts of the business process that
computer applications automate.

! Interface: The interface allows applications to communicate with
applications and people.

! Data access: Data access code automates the storing, searching, and
retrieving of data by computer applications.
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The ways in which these application functions are assembled determines:

! The flexibility of the applications.

! How quickly they can be modified to support changes in business and
technology.

! How easily they interface with people and with each other.

Monolithic applications

Monolithic applications are applications where the code that implements the business
rules, data access, and user interface are all tightly coupled together as part of a
single, large computer program. A monolithic application must be deployed on a
single platform, usually a mainframe or midrange machine (See Figure 1-2).

Figure 1-2. A monolithic application

DHS has deployed many monolithic programs. These applications were developed
independent of each other using different combinations of technology. For example,
one application may use COBOL, TIP and MSAM, while another application is
implemented using COBOL and DMS, and yet another using COBOL, TIP and
RDBMS.
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Monolithic applications have the following drawbacks:

1) It is costly and time consuming to modify them. Changing the code that
implements a business rule risks impacting other code in the application.
When any code in the application changes, the entire application must be
re-tested and re-deployed.

2) It is difficult to integrate applications to share services and data. Most
monolithic applications do not have well-defined interfaces that can be
accessed by other applications.

3) There is little reuse of redundant code between applications, making it
more expensive to build and maintain applications. Many applications
contain functionality already replicated in other applications. Applications
are slower and more costly to build, because existing functionality is
reinvented many times. Applications are more expensive to operate, since
the same data must be gathered, entered, and stored in many places.

4) Monolithic applications can be accessed using only a single user interface.
Most can only be accessed via 3270 terminals. Having a single user
interface is a limitation when application services need to be accessed
from other user interfaces such as a web browser or the telephone.

5) There is no flexibility in where the applications can be deployed.
Applications must be deployed on a single machine, usually a mainframe,
to get enough processing capacity to process all parts of the application:
the user interface, the business rules and the data access code.

Two-tier client/server applications

To overcome the business impact of monolithic applications TDHS adopted
client/server technology for new applications. The term’s “client/server”, “client”,
and “server” are often misunderstood. Many believe that “client/server” means an
application with a graphical user interface and a relational database; neither is
necessarily true. In fact, client/server applications are constructed of software
“clients” that, in order to perform their required function, must request assistance, i.e.
“service”, from other software components, known as “servers.” Middleware
provides communication between the client and server.

These early client/server applications used architecture dictated by the tools employed
in their construction. As a result, most of these applications use two-tier client/server
architecture. The “tiers” of client/server applications refer to the number of
executable components into which the application is partitioned, not to the number of
platforms where the executables are deployed. Sometimes the tiers into which the
application is partitioned is called “logical partitioning”, and the number of physical
platforms on which it is deployed is called “physical partitioning.”



TEXAS DEPARTMENT OF HUMAN SERVICES

Application Architecture Page 8 of 32

1/5/2000 Version 1.1

In two-tier client/server architecture, application functionality is partitioned into two
executable parts, or “tiers.” One tier contains both the code that implements a
graphical user interface (GUI) and the code that implements the business rules. This
tier executes on PC’s or workstations and requests data from the second application
tier, which usually executes on the machine where the application’s data is stored.

This model is referred to as two-tier, fat client, because the application is partitioned
into two tiers of executable code, and most of the application’s code is contained in
the tier executing on the workstations, known as the “fat client.” (See Figure 1-3)
Since business rules are tightly integrated with user interface code, the code
implementing the business rules must be deployed on the same platform(s) as the user
interface, and the entire workstation-resident portion of the application must be re-
deployed when either a business rule or the user interface changes. When the number
of workstations used is high or geographically dispersed, the maintenance costs for
two-tier, fat client applications escalate quickly.

Figure 1-3. A two-tier, fat client application

Other client/server applications are partitioned into two tiers, but much of the code
that implements the business rules is tightly integrated with the data access code,
sometimes in the form of database stored procedures and triggers. This model is
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called two-tier, fat server. (See Figure 1-4) Two-tier, fat server applications are often
implemented as mainframe applications that have web browsers or GUI’s for the user
interfaces.

Figure 1-4. A two-tier, fat server application

Since the business rules in two-tier applications are tightly integrated with either the
user interface code or the data access code, two-tier client/server applications have
the following drawbacks:

1) They are difficult and expensive to modify when business requirements
change. Business rules are mostly monolithic. Changing any business rule
impacts the rest of the application.

2) There is little reuse of redundant code. It is difficult to reuse any business
rules elsewhere (e.g., in other computer applications that require similar
services or in batch processing that is part of the same application).
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3) There is little flexibility in selecting the platforms where the applications
will be deployed. In two-tier, fat client applications, the business rules
must execute on the same platform as the user interface, because the code
they are implemented in is tightly coupled with the interface. Likewise, in
two-tier, fat server applications, the business rules can only execute on the
machine that hosts the database, because they are implemented either with
the database or inside the database.

4) Users can only access them with PCs running a graphical user interface.
Since the user interface is graphical, and requires a workstation to run,
users with other I/O devices are excluded from using the application.

5) They are more difficult to manage than monolithic applications. Any
change to either business rules or GUI means that the entire workstation-
resident portion of the application must be redistributed and installed on
every workstation that uses the application. Frequent software distribution
can be time-consuming and logistically difficult to manage.

Three-tier client/server applications

Some client/server applications are partitioned into three executable tiers of code:
user interface, business rules, and data access. Often, the business rule tier is
deployed on the same platform as the data access tier; or on the same platform(s) as
the user interface. There is more flexibility in where application executables can be
deployed, and may be considered a good transition step from monolithic or two-tier
applications.

Three-tier client/server applications still suffer from some of the limitations of two-
tier and monolithic applications. Since the business rules are monolithic:

! Changes to any business rule require re-linking, re-testing, and re-
deploying the entire executable containing all business rules.

! There is no flexibility in where any given business rule can be deployed,
since all business rules are tightly coupled in the monolithic tier and,
therefore, must be deployed on the same platform.

Figure 1-5 illustrates a three-tier client/server application. Notice that in the
deployment, or physical partitioning, of the application the business rules are separate
from both the user interface and the data access code. Business rules are deployed on
their own server or on the same server as the database. Although it is also possible to
deploy the business rules on the same platform as the user interface in a three-tier
application architecture, it is not recommended because of the software management
problems which occur when many or dispersed user workstations are used.
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Figure1-5. A three-tier client/server “thin client” application

N-tier client/server applications
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monolithic and two-tier applications can be overcome by implementing applications
in N-tier “thin client” architecture. In N-tier architecture, applications are partitioned
into discrete units of functionality called “services”. Each service implements a small
set of related business rules or functions. “Business rules” support the processes the
business follows. Business rules define what must be done and how it must be done.
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Examples of business rules include:

! Issue a check IF (a) an invoice has been presented AND (b) the invoice is
for work for which a purchase order was issued AND (c) the work has
been performed AND (d) there is enough money in the bank to cover the
check.

! An employee is eligible for early retirement IF (a) she or he has completed
20 years of service AND (b) she or he is 60 years of age.

When a business rule must be modified to support changing business requirements,
only the service that implements that business rule needs to be modified; the
remainder of the application can remain intact. There is greater application
adaptability for TDHS. In the application illustrated in Figure 1-6 each business rule
is implemented as a discrete executable (a “service”), that can be requested by any
client.

Figure 1-6. An N-tier client/server “thin client application
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Since the business rules are implemented as separate executables, any combination of
business rules may run on any combination of platforms. There is flexibility in
selecting the platforms where application components can be deployed. As
transaction loads, response time, and throughput change, and individual service can
be moved from the platform on which it executes to another, more powerful platform.
Application deployment is flexible and scaleable to accommodate greater transaction
volumes.

Since business rules are implemented discretely, instead of tightly integrated with the
graphical user interface, changes to business rules do not always require updates of
code on the workstations accessing the applications. It is easier to manage the
deployed application.

Since business rules are implemented in discrete services, the same business rule can
be invoked from users accessing the application from a GUI, form character
terminals, or from web browsers.

N-tier applications have the following advantages:

1) It is easy to modify them to support changes in business rules.

2) There is less risk modifying the code that implements any given business
rule.

3) N-tier applications are highly scaleable.

4) N-tier architecture offers the best performance of any client/server
application architecture.

5) They can support any combination of user interfaces: character, graphical,
web, browser, telephones, and others.

6) They offer the highest potential for code reuse and sharing.

The maximum benefits of N-tier architecture are realized when many N-tier
applications are deployed across TDHS, sharing common software services that are
accessible from any user interface. This is called a “service-oriented architecture”. In
this environment, any application can access any service, provided the application has
the proper security permissions. The greatest strength of a service-oriented
architecture is the potential for repeatable rapid development of new applications.
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Web-enabled Applications

There are two types of Web-enabled applications. Some Web-enabled applications
are used to provide information to clients in page format using HTML and XML to
manage content dynamically.  Other Web-enabled applications provide fully
interactive functionality and near real-time transaction processing capabilities.
Web-enabled applications are a special case of client-server applications where the
"client" is a standard Web browser like Netscape Communicator or Microsoft Internet
Explorer. The browser serves as another type of user interface (thin client) in the 3-
tier or N-tier application. Use of a standard Web browser as the client offers the
opportunity to provide the user with a familiar, intuitive interface and significantly
simplifies the process for developing and distributing the user interface.

Figure 1-7. Web-enons use a Web Browser for the user interface

Ideal Web-enabled applications for TDHS are N-tier service oriented applications that
make use of:
•  An industry standard Web browser as the thin client;
•  Intranets to provide secure access by state users;
•  Extranets to provide restricted access by selected state business partners; and
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•  The Internet and firewall technology to provide managed access by citizens and
other interested parties.

Web-enabled applications will continue to grow in importance to the state as a
mechanism for the timely and cost effective delivery of information to the state's
employees, business partners and citizens.
Web browsers are applications that accept text in the form of HTML/XML
statements. The HTML/XML is interpreted and the file is presented on the desktop
screen as a Web page formatted based on the corresponding HTML/XML. Web pages
can contain hyperlinks to other documents as well as multimedia including text,
images, audio and video.

While the Web started out as an environment for publishing static pages using
HTML, very early on the notion of enabling interactive, transaction oriented
applications via the same ubiquitous browser became attractive because it could
eliminate the need to re-install client software on every users workstation. Browser
technology supports the execution of programs written in scripting languages
embedded in an HTML page. Browser technology also supports the execution of
programs written in scripting languages including JavaScript, VBScript and others.

 Presently there are four basic ways to Web-enable a monolithic or 2-tier application:

1. Provide a CGI interface for the application:

HTML and PERL are easily understood by most WEB designers. The most common
solution to Web-enable an application, therefore, has been to design a simple Web
page that emulates an existing application's interface and by calling the existing
application using the Common Gateway Interface (CGI).While this approach may be
a way to quickly provide a Web interface for an application, its use is not
recommended. This method results in spawning a new process and creating a new
attach for each call. This leads to additional network traffic. It also prevents the
maintenance of state for a process and does not allow transaction control. Finally, this
approach does not scale well.
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2. Provide a simple Web/DB interface for the application:

Application of Web/DB middleware with proprietary NSAPI or ISAPI interfaces
can provide a persistent attach capable of providing maintenance of state and
transaction control. The Web/DB middleware is tightly coupled with the
monolithic or 2-tier application, however, preventing load balancing and scaling
of the interface/application.

This approach offers 4GL access logic with performance comparable to complied
3GL designs. It is also not recommended, however, because it introduces
additional proprietary interfaces and limits scalability and load balancing.

3. Provide Java Database connectivity for the application:

An alternative approach is to use a Web/DB middleware that supports Java
programmatic control of the connections. Multiple vendors currently support this
approach, eliminating the concern about proprietary interfaces. This approach also
offers better network performance than the previous two methods.

This approach does still have limitations on scalability and load balancing,
making it unsuitable for applications anticipated to have high transaction volumes
or long life spans.

4. Utilize Web application service brokers for the application:
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Alternatively, an SRB/DB dispatcher could  be utilized to provide higher performance
levels, though with some increase in complexity. This approach can provide the
efficiency of NSAPI/ISAPI without locking the design in to these proprietary
interfaces. It can also provide the performance of 3 GL designs while allowing for
maintenance of state and simple load balancing.The extent of transaction control
provided by this approach is a function of the current state of the still developing
SRBs.
The ability to develop and deploy web-enabled applications has recently been
reinforced by the trend towards fully integrating Java and Dynamic HTML/XML into
the Web browsers and deploying enterprise Java beans (EJB) on application servers.
In addition to further strengthening the write once, run anywhere model offered by
the Internet and Web-enabled applications, these advances now make it practical to
design web-enabled applications capable of near real-time transaction processing.
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TECHNOLOGY COMPONENTS

The technology components of applications are discussed below.

APPLICATION TIERS

Application: Applications are the software automating business processes. Regardless
of what they do and the technology with which they are implemented, all applications
have three functional areas, known as "tiers:

- Business rules

- Data access

- Interface

MIDDLEWARE

Middleware is software that supports communications between the functional tiers of
an application, between two or more different applications, and between applications
and shared services. The role of middleware is to insulate application developers from
having to understand the complexities of the computing environment and prevent
them from having to directly interface to platform, network and data layers.

Refer to the Middleware Domain Architecture to understand the principles governing
the application of this technology.

APPLICATION COMPONENTS

Components are service objects supporting a business function. Components shared
by multiple applications must be designed for portability across platforms.
Components can be developed in any supported language, with any appropriate
development tool.

APPLICATION DEVELOPMENT TOOLS

Application components will be built or purchased with any development tool, in any
language on any platform supporting the business needs of the application.
Regardless of the tools selected, it is important that each tier be designed to be
portable across platforms.



TEXAS DEPARTMENT OF HUMAN SERVICES

Application Architecture Page 19 of 32

1/5/2000 Version 1.1

There are three approaches for selecting tools to develop applications:

1) Best of breed: Separate, specialized tools are selected after having been
identified as the best available for performing the overall defined function
of the product, without regard to the cost of acquiring or maintaining the
tool.  “Best-of-breed” is usually defined by industry standards rather than
organizational standards.

2) N-tier: Different tools are used: a specialized user interface development
tool and an integrated tool set that also provides middleware for the
business rule and data access tiers. Middleware must be used to support
communications between the user interface and other tiers.

3) Integrated: Integrated tool sets, or CASE tools, are used that generate code
for all tiers of the application. These tools provide the middleware
necessary to support communications between all tiers of the application.

APPLICATION SUPPORT TOOLS

! Repositories, or libraries, to keep track of components.

! Software management tools that provide version control, configuration
management, and software distribution.

! Testing tools

! Report Writers

! ERP apps

! Requirements modeling

! Requirements management

! Application security

There is no "one size fits all" tool set that addresses the needs of all applications. The
infrastructure of TDHS’s Technical Architecture provides flexibility and choices for
application development.
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PRINCIPLES

Principle 1: At the onset of all application projects, design will be addressed in
a standardized method to ensure compliance with the agency’s
technical architecture.  (A1)

Justification

Adherence to the EWTA will promote consistency and interoperability across the
application domain and related domains.

Principle 2: Application architecture will minimize integration complexity
through design decisions.  (A3)

Justification

Reducing integration complexity will result in an application infrastructure and an
application portfolio that are easily maintained by both TDHS and vendor staff.
Minimizing integration complexity of the inter-component communication and
coordination will allow higher productivity.

Principle 3: In looking for the desired solution to a problem or need, TDHS
will always look first for packaged or existing
applications/technologies.  Custom built solutions will be used only
when existing products are not available or do not offer best value
to the agency.   (A4)

Justification

Utilization of off-the-shelf solutions will provide faster delivery, standardization and
risk-sharing for the agency.

Principle 4: To support an evolution to the Object-Oriented(OO) approach,
application architecture will use technologies and products which
either are Object-Oriented or are compatible with OO.  (AD8)

Justification

The OO approach will provide the flexibility required for the agency’s business
needs.   Object technologies provide the technical framework for a component-based
model for software engineering.  When properly designed and implemented, Object-
Oriented  classes are reusable across different applications.

Principle 5: Application architecture will enable application systems to share
reusable components across the enterprise.  (AD9)
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Justification

Applications should be built by assembling and integrating existing components.
New application components will be designed to be reusable.

Principle 6: Application systems will be implemented in adherence with
TDHS’s security, confidentiality and privacy policies, using a
consistent set of security interfaces and procedures.  (DHS1 &
TDHS2)

Justification

Adherence to security policies will help safeguard client information, enhance public
trust, protect TDHS assets and enable compliance with public funding requirements.
Consistency will simplify use, reduce complexity and costs, and enable central
administration.

Principle 7: Priority will be given to products adhering to industry standards,
open architecture, and have successful track records.   (DHS4)

Justification

The use of proven technologies reduces risk to the agency and ensures product
support. Using industry standard products and methods results in flexibility and
adaptability when replacing products, supporting products, and providing training on
new products. (DHS3)

Principle 8: The cost of the entire life of a product or application, from
conception to retirement, must be determined and weighed against
alternatives.  (DHS5)

Justification

Identification and consideration of TCO will enable improved planning and budget
decisions.

Principle 9: DHS MIS must build and maintain a set of application
development metrics based on costs and time factors.  (DHS6)

Justification

Metrics will support managed growth & process improvement.  The metrics will be
integrated with other domain metrics and used to project growth, expansion, and
resources needs.

Principle 10: DHS must develop, document, and enforce the use of a repeatable
end to end process for the development of software applications.
(DHS7)
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Justification

Developing, documenting and utilizing processes during software application
development  enables applications to be developed in a concise and consistent
manner.  Benefits of documented processes, practices and methods include: reduced
training costs, reduced reliance on project management and staff for success,
increased ability to use benchmarks for measurement, improved quality assurance and
increased ability to provide repeatability and consistency.

Principle 11: Applications, developed in-house or through a vendor, must pass
through functional testing, load testing, and performance testing
that is performed by an Enterprise testing area. The Enterprise
area should be equipped with the correct tools and properly
trained Test Analysts to ensure adherence to specifications and
quality standards.  (DHS8)

Justification

Utilizing independent testing improves the quality of IT solutions, leads to better
defect detection and provides an objective approach which avoids conflict-of-interest.

Principle 12: Application interfaces will be developed to incorporate the ability
to use standard Middleware components.  (AD4)

Justification

Enables the integration of disparate computing systems so that existing islands of
information can be accessed throughout the enterprise.  “Message Brokers” is a term
used to describe a family of products that make such integration possible.   High level
functionality such as the following will be made available:  Intelligent data
transformation, message (or record) splitting, merging, and reconfiguration, content-
based routing and invasive/noninvasive application adapters.

Principle 13: Applications design and development must be based on
partitioning and object or component principles. A reliable
application Server technology will be used to simplify the
implementation.  (AD5)

Justification

Real world business events when mapped to an event in the object can make the
application adaptive to changing business needs by adding, removing, and modifying
events in the application object gallery.  Event logic can be maintained in one place
and be triggered due to changes applied from various systems and business rules.
Promotes re-usability and data integrity will be maintained.
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Principle 14: Business requirements must be broken down to the simplest form.
Objects or Components must be built that can satisfy such basic
requirements.  These objects can then be instantiated by the
calling program(s) using the common interface separated from its
actual implementation.  (AD6)

Justification

Utilizing objects and components provides flexibility, increased interoperability,
adaptability and improved maintainability when developing  an application.   Focus
should be to promote object re-usability and assembly to create larger modules.

Principle 15: Purchased or developed applications must first consider the
business justification and include consideration for integration
with other Agency systems and data sharing requirements.  (IA1)

Justification

Management of information is important because the value of information is not
always recognized in isolated pockets.  Information must be shared to maximize
effective decision making across programs and to external partners.  Management of
information provides increased integrity and relevance of data.

Principle 16: Application systems must adhere to established partitioning
standards, allowing for direct systems development as well as ease
of maintenance, portability and scalability.  (AD1)

Justification

A change can potentially affect many large programs, if they are not highly
partitioned.  Partitioning isolates/minimizes any change impacts.    Recoding leads to
time-consuming retesting.

Principle 17: Application systems will employ reusable components using the N-
Tier model.  (AD7)

Justification

Allows location independence of components.  For applications to be partitioned in
different physical tier configurations, they must be architected with multiple logical
tiers.  Reusable components must be deployed independently for the deployment
platform.  Commercial components are/will be available for many business functions.

Principle 18: During the design of applications, focused attention to anticipate
specific volume-metrics and expected performance levels must be
considered for optimum Server Partitioning.  (IC2)
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Justification

Server configuration (processors, memory, storage, etc. ) is based largely on the
expected volume and type of work.  Servers should be configured for similar
processing.  As process workloads change or become stable, they can be distributed
across servers as appropriate.  Flexibility in disaster recovery design.

Principle 19: Design applications that are platform independent.

Justification

Designers and operations support staff should make deployment decisions.
Minimizing platform dependence builds in adaptability and scalability.  Writing to
standard APIs protects applications from platform, network and database changes.

Principle 20: Generalize application interfaces.

Justification

Generalizing application interfaces facilitates component reuse providing more
flexible, scalable solutions.

Principle 21: Access data through business rules.

Justification

Business rules surrounding the data assure the accuracy, consistency and reliability of
the data.  Direct access to data, or replicated business rules can significantly diminish
the quality of the data.

Principle 22: Application systems will trap all errors and submit to an error log
server.

Justification

By collecting all errors in a centralized location, the traceability and manageability of
errors is facilitated.
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STANDARDS FOR APPLICATION ARCHITECTURE DOMAIN
TOOLS

All tools selected should include training and tool support by the vendor.  The
vendors of the tools selected should be able to provide references and documentation,
which proves success with other clients.

The Requirements and Design tools purchased, used, and supported in application
development should:

                              REQUIREMENTS

•  Collect business rules using a “use case” method

•  Store data in an open and secure database

•  Provide presentation from both the desktop and the Web
browser

•  Allow for the use of an industry standard methodology

•  Contain report and automated documentation update
capabilities

•  Provide both online and web documentation and reporting

•  Support team development

•  Support seamless data access through a variety of interfaces

•  Use Application Server in development

DESIGN

•  Allow logical data access

•  Model N-Tier architecture

•  Use UML for application design

•  Support application design that meets the needs of users with
disabilities
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•  Use middleware products to enhance the database and
application systems

•  Build or use CORBA compliant applications
•  Support component-based development, allowing OO

modeling components and interfaces to be more effective

•  Support reverse engineering required components of a design
to explore the interfaces and interrelationships of other
components in the model

•  Support Multilanguage development; generate interface
definition language (IDL) for CORBA applications and data
description language (DDL) for database applications

•  Enable Round-trip engineering; have the ability to move easily
from analysis to design to implementation and back to analysis,
thus supporting all phases of the project’s lifecycle

•  Facilitate full team support

•  Support familiar GUI elements such as drag-and-drop and OLE
automation

•  Provide a framework toolkit to create templates that can be
used when creating new models

•  Allow the generation of a data dictionary from a model using
Microsoft Word OLE automation objects or other industry
standard documentation tools

•  Allow the creation of object models from relational schemas
and vice versa

•  Facilitate the discovery and composition of existing business
objects

•  Enable the creation of a Web-based (HTML) version of a
model that others can view using a standard browser, such a
Netscape Navigator or Microsoft Internet Explorer.
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Recommended tools :
" Requisite Pro                    (for Requirements only) http://www.rational.com
" Rational Suite 1.1             http://www.rational.com
" How 2.0                            http://www.riverton.com
" ER/Studio 3.5                   http://www.embarcadero.com
" Visual UML  1.12 Professional Edition            http://www.visualobject.com
" PowerDesigner  6.1           http://www.sybase.com/products/powerdesigner
" JaVISION  1.0                   http://www.object-insight.com
" Visio Enterprise                 http://www.visio.com/products/enterprise/index.html
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The Application Development tools purchased, used, and supported in application
development should:

•  Have a clear, conceptual, language-independent model that
specifies a method for building applications and can address
developers with a range of skill sets

•  Have open architecture without any proprietary lock-ins

•  Work with commercial Web servers to provide secure
universal access to applications

•  Create Web-enabled solutions that connect to legacy
applications, as well as access data stored in relational and non-
relational databases on enterprise networks

•  Support logical separation of the different conceptual parts of
an application, such as the presentation tier, business-logic tier,
and back-end data tier

•  Support a component-oriented approach that implements
frequently-used functionality in a language-independent,
reusable fashion, so that developers do not have to invest their
own efforts in re-implementing commonly used services

•  Allow exposure of the platform's services or functionality via
programmatic interfaces and standard component models

•  Have the ability to embed the entire directory and security
infrastructure into applications and to enable an application to
be centrally managed and secured across corporate boundaries

•  Integrate with a spectrum of development/debugging/software
management tools from the platform vendor or third parties, to
provide choice and flexibility to developers with varying skill
sets or prior experiences

•  Be able to run the components of an application across multiple
servers in multiple locations

•  Allow access from a variety of clients both inside and outside
the organization; the platform therefore should support the
development of business logic that is independent of the type
of client that will access it, and that can simultaneously support
a variety of such clients when deployed.
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•  Provide a simplified, flexible process to deploy an application
from the development environment to the runtime or
production environment and to enable different parts of an
application to run on different remote systems

•  Have a powerful runtime environment that has built-in
capabilities to speed up application performance and user
response time; the platform should ensure an efficient cost-to-
scale, i.e., application performance should scale well with
increased user loads and should not necessitate unreasonable
amounts of hardware

•  Provide a runtime environment with safeguards that ensure the
24x7 availability of the platform and the applications it hosts

•  Support transaction management and integrity

•  Have a clear model that specifies how to manage and control
access to distributed application resources from different
locations, by different clients types, by different classes of
users such as employees, administrators, partners and
customers

•  Provide GUI tools in order to ease the management of the plat-
form and applications, and the integration of third-party
management tools

•  Support integration with existing enterprise data stores or
applications, databases, Enterprise Requirements Planning
(ERP) systems, transaction-processing or other legacy systems,
or other custom-built applications

•  Support backward compatibility, so that last year's applications
can run on next year's platform

•  Support Internet-accepted protocols and standards for ensuring
communication and information exchange

•  Provide a developer's toolkit to help build XML-based
application

•  Support Enterprise JavaBeans Component Model.
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Recommended tools :
" Oracle Application Server      http://www.oracle.com/asd/oas/oas.html

" IBM WebSphere    http://www.software.ibm.com/webservers/appserv/index.html

" IBM Visual Age for Java http://www.ibm.com

" BEA WebLogic Application Server                     http://www.beasys.com

" Symantec Visual Cafe http://www.symantec.com

" Bluestone Sapphire/Web Application Server        http://www.bluestone.com

" SilverStream Application Server                         http://www.silverstream.com

" Netscape Application Server  http://developer.netscape.com/tech/appserver/index.html

" Proton Application Server      http://www.pramati.com/index.htm

" Sun NetDynamics            http://www.netdynamics.com

" Sybase Enterprise Application Server  http://www.sybase.com/products/easerver

ERP Packages:
" SAP
" ORACLE Applications
" JD Edwards
" PeopleSoft
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The Testing tools purchased, used, and supported in application development should:

•  Be capable of importing original requirement documentation,
from a variety of common formats, directly into the test
requirements documentation and planning environment

•  Be able to perform automated and manual testing including,
but not limited to, regression, load, stress, performance, object,
event, field, and match types; and be able to an administered
repository structure

•  Contain a defect reporting system that is web based and
security enabled

•  Be able to test applications developed from a variety of
common environments and languages; and be able to provide
cost effective additions for testing less common environments

•  Include support for the testing tool from the parent company in
a timely and effective manner

•  Provide on-going training for staff assigned to use the tool in a
timely and professional manner

•  Be scalable in both use and licensure

Recommended tool :
" Mercury Interactive’s TestSuite
" Rational Suite Test Studio
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The Report Writer tools purchased, used, and supported in application development
should:

•  Present information the way the agency and/or managers view
their business

•  Support OLAP (Online Analytical Processing) and/or ODBC
(Open Database Connectivity)

•  Be scalable

•  Allow access to data directly without programming

•  Have the security to define and govern the data that each user
is permitted to access and analyze

•  Access a wide range of databases such as:
•  ORACLE
•  SYBASE
•  MICROSOFT SQL Server

•  Allow for cross-platform portability

•  Be available across the enterprise

•  Have a non-technical user interface

•  Provide support to the agency from the parent company

•  Training

Recommended tools:
" Business Objects  http://www.businessobjects.com/products/overview.htm

" Seagate Crystal Reports   http://seagatesoftware.com/crystalreports/itprofessional/content.asp

" COGNOS Power Play   http://cognos.com/powerplay/topten.html

" Parallel Crystal http://www.mobileapps.com/
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MISSION

The Collaboration and Workflow Domain defines the environment for the sharing of information
between people, between people and automated processes, and between automated processes.
This includes collaboration and communication among local and ad hoc workgroups, throughout
the organization, and with those outside the organization.

INTRODUCTION/BACKGROUND

Collaboration allows an organization to create, share, and leverage knowledge across the
organization. Technologies that support collaboration help reduce the time and effort necessary
to distribute ideas, notices, and documents throughout groups and the organization.

Collaborative solutions that have a workgroup or departmental focus include simple form
processing, program management and tracking, etc. Enterprise level collaboration encompasses
less structured communications that share knowledge across departmental or workgroup
boundaries: e-mail, fax, bulletin boards, real-time chat, video conferencing, etc.

BACKGROUND

Movement towards enterprisewide use of standard communication and collaboration tools has
been occurring at TDHS, but the process has been slow. The successes have occurred when
planning, communication, and implementation have been well thought out. With the
Enterprisewide Technical Architecture in place, success should come more often and be more
easily repeatable.

Because some legacy technologies may not be compatible with newer technologies, obstacles
occur that cause

− an increase in system support costs,

− interfaces among technologies to become a formidable barrier,

− communication among agency staff and with outside entities to become hampered.

Using an established architecture review process at TDHS will provide the mechanism to speed
and manage the transition to new technologies as needed.

Relationship with Other Domains

The Collaboration and Workflow Domain relates to other domains in the following ways.

− Applications – The document management tools specified in this domain should be used for
application documentation when application-specific tools are not used.
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− Data Management –The Data Management Domain covers structured data (such as in
databases). The Collaboration and Workflow Domain covers unstructured data (word
processing documents, spreadsheets, and electronic presentations).

− Data Mart – The Data Mart Domain will specify access methods for agency data. The
Collaboration and Workflow Domain will specify methods for manipulating that data
(spreadsheets, collaboration tools) and distributing the results (communication methods).

− Enterprise Environment Management – There may be a tie between this workgroup and the
directory services component of the Collaboration and Workflow Domain.

− Internet – Many of the collaboration tools examined in the Collaboration and Workflow
Domain use the Internet as an access mechanism. The Internet Domain will specify relevant
Internet standards.

− Platforms and Middleware – Solutions subject to the principles listed in the Collaboration
and Workflow Domain will be subject to the principles of these Domains as well.

− Network – Many of the collaboration tools examined in the Collaboration and Workflow
Domain use network features. The Network Domain will specify relevant network standards.

− Security – The Collaboration and Workflow Domain will coordinate with security on various
technologies such as email, on-line conferencing, etc.

TECHNOLOGY COMPONENTS

The components of this domain are Communication and Collaboration and Workflow.

Communication: Communication tools are methods used to communicate information
electronically in informal, ad-hoc ways. Integral to sharing information across the enterprise,
these tools include:

− Electronic mail – electronic messages from one person to another person or a group

− Broadcasts – general information electronic messages from a central location to members of
a certain group (all employees, caseworkers, etc.)

− Mail gateways – tools that route messages from one e-mail system to another

− Directory services – consolidated information (name, contact information [BJN/PAC, mail
code, employee #, position, location, phone #, etc.], security, software distribution targets,
etc.) about an organization’s resources (employees, PCs, etc.)

Collaboration and Workflow: While similar to Communication, Collaboration and Workflow
tools go beyond basic electronic communication methods. These tools provide more structure
and real-time capability to allow electronic collaborative discussions. Workflow tools focus on
greater numbers of users and/or processes. These users need to access the large portion of the
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agency’s information that is contained in electronic documents, such as word processing
documents, spreadsheets, and presentations. The Collaboration and Workflow component of this
Domain helps structure this information to allow management and integration of the knowledge
to facilitate workflow through the agency. Examples of tools in this component are:

− Instant Messaging (including real-time chat) – software to inform user what other users are
on-line at any time and enables instant, real-time communication via electronic messages
between specified participants

− Discussion groups –asynchronous discussions via electronic messages between specified
participants

− Audio/Videoconferencing – scan calls, audio conferences via networked devices,
videoconferencing, streaming video

− Whiteboard – accompaniment to real-time conferences showing an electronic “white board”
for drawing, etc.

− Data sharing – shared folders in a central location for multi-user access/editing

− Collaboration Tool Applications – a package containing some combination of the following
or similar services: calendaring/scheduling, email, discussion groups, data sharing, real time
chat, whiteboard

− Calendars and scheduling – allows scheduling for individual, group, and other resources
(conference rooms, equipment)

− Handheld Devices – <1 pound personal information managers

− Wireless Devices – devices using a wireless modem to connect to the Internet and
send/receive email

− Office automation – word processing, spreadsheets, presentation tools

− Project Management/Tasking – electronic assigning, tracking, and verifying completion of
tasks

− Electronic forms – blank forms templates stored in a central location with routing capabilities
for approval and distribution,

− Document management – receipt, storage, indexing, versioning, and retrieval of electronic
documents

− Document imaging – scanned images/pictures of documents and other items
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PRINCIPLES

The following principles apply to the Collaboration and Workflow Domain.

Principle 1: An enterprise’s collaboration and workflow tools must have a planned
evolution. (A2)

Justification:

Using an established architecture review process that plans evolution to new technologies
will provide the mechanism to speed and manage the transition to new technologies as
needed.

Principle 2: Standardize on approaches to collaboration and workflow tools (Internet-
based, messaging-based). (A3)

Justification:

Standardizing on approaches to collaboration and workflow tools will allow the agency to
meet specific business needs.

Principle 3: Limit the number of collaboration and workflow tools. (A3)

Justification:

Limiting the number of tools used for collaboration and workflow will reduce integration
complexity.

Principle 4: Buy off-the-shelf collaboration and workflow tools that meet department
needs. (A4)

Justification:

Buying collaboration and workflow tools increases compliance with industry standards.
In addition, buying off-the-shelf packages reduces ongoing support and maintenance
costs.

Principle 5: Do not build collaboration and workflow tools unless substantial business
need exists that cannot be met in the market. (A4)

Justification:

The collaboration and workflow tools market is advancing rapidly. We do not foresee the
need to build these tools; only if a substantial business need emerges that cannot be met
in the market should such local development be considered.

Principle 6: Select communication tools that provide the ability to access and share
data. (IA1)
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Justification:

Communication tools are a vital link in program administration and decision-making.
Timely access to and sharing of data leverages department and other data to ensure
information is treated as an asset.

Principle 7: Select collaboration and workflow tools that help groups focus on their
tasks. (IA1)

Justification:

To enhance program administration and decision-making, groups must be able to focus
on their tasks, not the tools used. Selecting tools to facilitate this work will reflect the
agency’s treatment of information as an asset.

Principle 8: All required system and technology documentation should be centrally
managed according to document management standards. (IA1)

Justification:

Keeping all system and technology document will help ensure increased sharing and re-
use of the documentation, version control of documents, and continued existence of
documentation during organizational and staff changes.

Principle 9: Deploy collaboration and workflow tools only as business needs demand.
(AD5)

Justification:

Since technology is constantly changing, there must be a standard to determine when to
move toward new technologies. Business needs will be the driver for this decision. These
include both explicit business needs and implicit business needs (the free flow of
electronic communication).

Principle 10: Collaboration and workflow tools will allow the maximum use of formal
data management tools. (AD10)

Justification:

Collaboration and workflow tools will allow users to access appropriate data, analyze and
manipulate data, and share the results. This will shift the responsibility for these tasks
from application developers to end users.

Principle 11: Applications must fit within the established infrastructure, not drive the
infrastructure. (O3)

Justification:
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Only a unified, enterprise-wide architecture can determine the agency’s infrastructure.
Individual projects must fit within that architecture. While there will be an architecture
governance process to make needed changes to the enterprise-wide architecture, such
changes must be based on overall agency business needs, not individual application
needs.

Principle 12: Implement collaboration and workflow tools in adherence with TDHS’s
security, confidentiality, and privacy policies, as well as good security
practices. (DHS1)

Justification:

Implementing collaboration and workflow tools in adherence with good security practices
will restrict access to appropriate users.

Principle 13: Choose collaboration and workflow tools only from major, proven
companies. (DHS3)

Justification:

Using only major, proven companies as software vendors increases compatibility and
integration capabilities and helps prevent future support problems.

Principle 14: The agency will choose non-proprietary applications that adhere to open
standards where possible. (DHS4)

Justification:

Choosing non-proprietary applications that adhere to open standards will increase
compatibility and integration capabilities and help prevent future support problems.
Proprietary systems may incur higher costs in transferring to an open standard later.

Principle 15: TCO will be considered in acquisition/replacement decisions for
collaboration and workflow tools. (DHS5)

Justification:

TCO should be a major factor in acquisition/replacement decisions to increase cost-
efficiency and accurate portrayal of tool expenses.

Principle 16: Include capacity planning and breakpoints when implementing
collaboration and workflow tools. (DHS6)

Justification:

Planning for capacity needs and breakpoints will allow the agency to provide adequate
future capacity and support for these tools while ensuring cost-effectiveness.
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Principle 17: Use a separate testing group and environment for integration and
compatibility testing of collaboration and workflow tools within the
legacy environment. (DHS8)

Justification:

Providing a separate testing group and environment for testing new tools helps ensure
impartiality and reduces errors in the production environment.

Principle 18: TCO will be considered in determining when to retire collaboration and
workflow tools. (DHS9)

Justification:

Using TCO as a factor in determining when to retire tools will enable the department to
make cost-effective decisions on how to allocate expenditures (maintenance of legacy
tools versus installation of new tools).

Principle 19: Include disaster recovery planning during implementation of
collaboration and workflow tools. (DHS10)

Justification:

Including disaster recovery planning during implementation will ensure adequate fallback
plans, including availability of hardware and network capacity to ensure timely recovery
of applications.

Principle 20: All communication, collaboration, and workflow tools will provide
appropriate management capabilities and metrics for measuring
capacity, reliability, stability, and accessibility.

Justification:

Measuring solution performance will provide valuable information for managing
deployed tools and making transition and retirement decisions.
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STANDARDS AND PRODUCTS

COMMUNICATION COMPONENT

ProductsComponent
Technology

Standards

Currently Installed Moving Toward Avoid

Electronic mail,
broadcasts, mail
gateways

Preferred: POP3

MIME

SMTP

Accepted:

MAPI

IMAP4

Watch: X.400

Client: AREV OASYS,
MS Outlook, MS
Exchange

Server: MS Exchange,
Novell (transitional),
Mercury (transitional)

Client: Expand use of MS
Outlook/Exchange, future
Microsoft products

Client: Expansion of
OASYS, Outlook Express

Server: Mercury, Novell
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ProductsComponent
Technology

Standards

Currently Installed Moving Toward Avoid

Directory
services

Preferred: LDAP

Accepted:

ITU-T

X.500/DAP

Testing Novell NDS and
MS Active Directory

Standards Descriptions:

− LDAP - Lightweight Directory Access Protocol. Ties into X.500 directory gateways (LDAPv2 - specified in RFC 1777; LDAPv3 -
Internet draft)

− ITU-T - international standard designation for a directory standard that permits applications such as electronic mail to access
information which can either be central or distributed. The X.500 standard for directory services provides the means to consolidate e-
mail directory information through central servers situated at strategic points throughout the network. These X.500 servers then
exchange directory information so each server can keep all its local mail directory information current. With X.500, any e-mail user,
whether on OpenVMS, Macintosh, DOS, or UNIX workstations, can be listed in a central directory that can be accessed using an
X.500-compatible user agent.
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COLLABORATION AND WORKFLOW COMPONENT

ProductsComponent Technology Standards

Currently Installed Moving Toward Avoid

Instant Messaging
(including real-time chat)

Watch: AOL User Data
Gram, MS Exchange
upgrade

Discussion groups MS Exchange

Audio/
Videoconferencing

H.320

H.323

And all applicable
substandards

Vtel, PictureTel, and
NetMeeting

CUSeeMe

Whiteboard T120 SmartBoard

Data sharing MS Exchange

Collaboration tool
applications

Lotus QuickPlace

Calendars/ Scheduling MS Outlook GroupWise

Handheld Devices Watch: mini notebooks PalmPilot CE Devices

Wireless Devices IP-based
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ProductsComponent Technology Standards

Currently Installed Moving Toward Avoid

Office automation Windows environment WordPerfect 5.1 and 6.1,
Corel Perfect Office,
RTF, MS Office 97

Microsoft suite

(Word, Excel,
PowerPoint)

WordPerfect

Project Management/
Tasking

Preferred: Web-based,
able to interface with
approved email systems

MS Project

Electronic forms MS Outlook

Document management ODMA

DMA

X/Open DTP Model

Watch I-Manage

Document imaging FileNet

Standards Descriptions:

− Audio/Videoconferencing -

− H.320 - ISDN, T1; point-to-point
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− H.323 - IP; packet-switching; multipoint

− Document management -

− ODMA - Open Document Management API

− DMA - Document Management Alliance - A specification that provides a common interface for accessing and searching document
databases. It is expected to provide interoperability between multivendor document management systems. DMA was released in
1998 by the DMA task group of AIIM. (Association for Information and Image Management International, Silver Spring, MD,
www.aiim.org - A membership organization founded in 1943 devoted to creating industry standards and disseminating information about the
document management industry. Its DMA task group has developed a common programming interface for document management systems.)

− X/Open DTP Model: Three components to the X/Open Distributed Transaction Processing Model:

•  An application program that specifies actions which constitute a transaction.

•  Resource Managers (i.e. Oracle RDBMS) that provide access to shared resources.

− A Transaction Manager that assigns identifiers to transactions, monitors their progress, and takes responsibility for transaction
completion and for failure recovery.
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Environmental Trends

▲ In the next several years, there will be an increase in
the number of aged, children and disabled
individuals who become eligible for DHS services

▲ The eligible adult poverty-related client population is
decreasing, mainly due to legislative change

▲ There will be an increase in the use of the managed
care model for delivery of Medicaid

▲ There will be an increased demand by the public for
access to State government information

▲ There will be an increase in the number of
public/private partnerships
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Environmental Trends

▲ There will be increased legislative pressure for inter-
agency integration and coordination

▲ There will be an increased scarcity of skilled labor
resources

▲ There will be an increased focus on strategic
planning by state agencies (including DIR and DHS
efforts)

▲ The evolution of technology is occurring more
quickly than the planning and budget cycle

▲ Hardware and bandwidth costs per unit are declining
while technology skills costs are increasing
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Enterprise Business Strategies

▲ BD-1 Expand agency efforts in directly providing
prevention services that focus on achieving and
maintaining self-sufficiency

▲ BD-2 Improve critical processes (eligibility,
authorization and payment of client benefits and
provider services) to make them faster, more
flexible, more cost-effective, and to improve the
quality of services clients receive

▲ BD-3 Improve oversight of long-term care facilities to
ensure that residents receive high quality care and
services, and are protected from abuse, neglect, and
exploitation

▲ BD-4 Reduce fraud and erroneously issued program
benefits
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Enterprise Business Strategies

▲ BD-5 Provide sound stewardship of programs and
funds to enhance accountability to the public for
agency performance

▲ BD-6 Provide improved decision-making and
stronger program monitoring capabilities

▲ BD-7 Increase efficiency and enhance productivity of
staff

▲ BD-8 Provide increased, managed access to
information about DHS services and programs while
protecting client confidentiality

▲ BD-9 Provide integrated eligibility determination forfor
existing and future programs and processesexisting and future programs and processes
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Enterprise Business Strategies

▲ BD-1 Expand agency efforts in directly providing
prevention services that focus on achieving and
maintaining self-sufficiency.

● Provide staff, clients, and client-representatives with access to
information about case status, benefits and available DHS &
community services

● Provide public access to appropriate DHS information

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives

● Increase two-way data sharing with appropriate federal, state, and
local agencies, and other partners
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Enterprise Business Strategies

▲ BD-2 Improve critical processes (eligibility,
authorization and payment of client benefits and
provider services) to make them faster, more
flexible, more cost-effective, and to improve the
quality of services clients receive

● Provide DHS caseworkers with the client financial, medical and
employment information to make accurate, timely eligibility
determination and initiate benefit delivery

● Provide staff, clients, and client-representatives with access to
information about case status, benefits and available DHS &
community services

● Provide program  performance monitoring information to staff  to
assess progress in carrying out legislative intent and meeting
established performance goals and targets.

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives
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Enterprise Business Strategies

▲ BD-2 Improve critical processes (eligibility,
authorization and payment of client benefits and
provider services) to make them faster, more
flexible, more cost-effective, and to improve the
quality of services clients receive (continued)

● Provide staff with access to a consolidated set of program
eligibility rules

● Provide public access to appropriate DHS information

● Exchange information on services and clients with partners and
suppliers

● Provide the capability to handle an increased volume of data and
an increased number of external data sources

● Collect, monitor, analyze, and report more information on critical
processes
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Enterprise Business Strategies

▲ BD-3 Improve oversight of long-term care facilities
to ensure that residents receive high quality care
and services, and are protected from abuse, neglect,
and exploitation.

● Provide general nursing facility information (contact information,
location, services provided, policies, quality index) to the public

● Provide access to nursing facility survey information for program
staff and the public

● Provide nursing facility staff information to DHS staff to administer
program effectively

● Enable nursing facility and staff information exchange with
partners and suppliers
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Enterprise Business Strategies

▲ BD-4 Reduce fraud and erroneously issued program
benefits.

● Provide DHS case workers with the client financial, medical and
employment information to make accurate, timely eligibility
determination and initiate benefit delivery

● Provide the client financial, medical and employment information
needed by quality reviewers and recoupment specialists to
administer programs effectively.

● Increase summary data sharing with appropriate federal, state, and
local agencies, and other partners

●● Provide the capability to handle an increased volume of dataProvide the capability to handle an increased volume of data andand
an increased number of external data sourcesan increased number of external data sources

● Collect, monitor, analyze, and report more information on critical
processes



11

Enterprise Business Strategies

▲ BD-5 Provide sound stewardship of programs and
funds to enhance accountability to the public for
agency performance.

●● Provide DHS management with appropriate consolidated, timelyProvide DHS management with appropriate consolidated, timely
financial and human resource informationfinancial and human resource information

●● Provide staff, clients, and client-representatives with access toProvide staff, clients, and client-representatives with access to
information about case status, benefits and available information about case status, benefits and available DHS &
community servicesservices

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives

●● Increase summary data sharing with appropriate federal, state, andIncrease summary data sharing with appropriate federal, state, and
local agencies, and other partnerslocal agencies, and other partners

●● Provide program  performance monitoring information to staff  toProvide program  performance monitoring information to staff  to
assess progress in carrying out legislative intent and meetingassess progress in carrying out legislative intent and meeting
established performance goals and targetsestablished performance goals and targets
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Enterprise Business Strategies

▲ BD-5 Provide sound stewardship of programs and
funds to enhance accountability to the public for
agency performance (continued)

●● Collect, monitor, analyze, and report more information on criticalCollect, monitor, analyze, and report more information on critical
processesprocesses

● Provide public access to appropriate DHS information

●● Provide the client financial, medical and employment informationProvide the client financial, medical and employment information
needed by quality reviewers and recoupment specialists toneeded by quality reviewers and recoupment specialists to
administer programs effectivelyadminister programs effectively

●● Provide the capability to handle an increased volume of dataProvide the capability to handle an increased volume of data andand
an increased number of external data sourcesan increased number of external data sources

●● Accommodate an increased need for program delivery andAccommodate an increased need for program delivery and
participation statisticsparticipation statistics
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Enterprise Business Strategies

▲ BD-6 Provide improved decision-making and
stronger program monitoring capabilities.

● Provide DHS case workers with the client financial, medical and
employment information to make accurate, timely eligibility
determination and initiate benefit delivery

● Provide the client financial, medical and employment information
needed by quality reviewers and recoupment specialists to
administer programs effectively

● Provide program  performance monitoring information to staff  to
assess progress in carrying out legislative intent and meeting
established performance goals and targets

●● Provide the capability to handle an increased volume of dataProvide the capability to handle an increased volume of data andand
an an increasedincreased number of external data  number of external data sourcessources

● Collect, monitor, analyze, and report more information on critical
processes

● Provide managers with the information needed for monitoring and
managing programs, staff and other resources
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Enterprise Business Strategies

▲ BD-7 Increase efficiency and enhance productivity
of staff

● Provide staff, clients, and client-representatives with access to
information about case status, benefits and available DHS &
community services

● Provide public access to appropriate DHS information

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives

● Increase summary data sharing with appropriate federal, state, and
local agencies, and other partners

● Provide DHS caseworkers with the client financial, medical and
employment information to make accurate, timely eligibility
determination and initiate benefit delivery

● Provide program  performance monitoring information to staff  to
assess progress in carrying out legislative intent and meeting
established performance goals and targets
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Enterprise Business Strategies

▲ BD-7 Increase efficiency and enhance productivity
of staff (continued)

● Collect, monitor, analyze, and report more information on critical
processes

● Provide access to nursing facility survey information for program
staff and the public

● Provide nursing facility staff information to DHS staff to administer
program effectively
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Enterprise Business Strategies
▲ BD-7 Increase efficiency and enhance productivity

of staff (continued)
● Provide the client financial, medical and employment information

needed by quality reviewers and recoupment specialists to
administer programs effectively

●● Provide the capability to handle an increased volume of dataProvide the capability to handle an increased volume of data andand
an increased number of external data sourcesan increased number of external data sources

● Accommodate an increased need for program delivery and
participation statistics

● Provide DHS decision makers with accurate, timely information

● Make information about state and federal rules and data sharing
practices available to System and Data access managers

● Provide general nursing facility information (contact information,
location, services provided, policies, quality index) to the public
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Enterprise Business Strategies

▲ BD-8 Provide increased, managed access to
information about DHS services and programs while
protecting client confidentiality

● Make information about state and federal rules and data sharing
practices available to System and Data access managers

● Provide public access to appropriate DHS information

● Provide staff, clients, and client-representatives with access to
information about case status, benefits, and available DHS &
community services

● Provide general nursing facility information (contact information,
location, services provided, policies, quality index) to the public

● Increase summary data sharing with appropriate federal, state, and
local agencies, and other partners

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives
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Enterprise Business Strategies

▲ BD-9 Provide integrated eligibility determination forfor
existing and future programs and processesexisting and future programs and processes

●● Make information about state and federal rules and data sharingMake information about state and federal rules and data sharing
practices available to System and Data access managerspractices available to System and Data access managers

●● Provide staff, clients, and client-representatives with access toProvide staff, clients, and client-representatives with access to
information about case status, benefits, and available information about case status, benefits, and available DHS &
community servicesservices

● Increase the flow of program information across more delivery
channels to staff, clients, and client-representatives

●● Provide DHS caseworkers with the client financial, medical andProvide DHS caseworkers with the client financial, medical and
employment information to make accurate, timely eligibilityemployment information to make accurate, timely eligibility
determination and initiate benefit deliverydetermination and initiate benefit delivery

●● Provide the client financial, medical and employment informationProvide the client financial, medical and employment information
needed by quality reviewers and recoupment specialists toneeded by quality reviewers and recoupment specialists to
administer programs effectivelyadminister programs effectively

●● Provide the capability to handle an increased volume of dataProvide the capability to handle an increased volume of data andand
an increased number of external data sourcesan increased number of external data sources
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Enterprise Business Strategies

▲ BD-9 Provide integrated eligibility determination forfor
existing and future programs and processesexisting and future programs and processes
(continued)(continued)

●● Provide program  performance monitoring information to staff  toProvide program  performance monitoring information to staff  to
assess progress in carrying out legislative intent and meetingassess progress in carrying out legislative intent and meeting
established performance goals and targets.established performance goals and targets.

●● Provide caseworkers with access to a consolidated set of programProvide caseworkers with access to a consolidated set of program
eligibility rules eligibility rules 

●● Provide public access to appropriate DHS informationProvide public access to appropriate DHS information

●● Exchange information on services and clients with partners andExchange information on services and clients with partners and
supplierssuppliers

●● Collect, monitor, analyze, and report more information on criticalCollect, monitor, analyze, and report more information on critical
processesprocesses
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Requirements for Technical Architecture

▲ RTA-1  EWTA will enable increases in the volume of
information that will be processed across the agency

▲ RTA-2  EWTA will facilitate consolidated, accurate
reporting to support the management of the agency
and the programs administered

▲ RTA-3  EWTA must facilitate the continuing change
in business andbusiness and  administrative processes and the
applications that enable them in a timely manner

▲ RTA-4  EWTA will enable multiple direct access
methods, locations, and media for clients, client-
representatives, agency staff, partners and other
interested parties
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Requirements for Technical Architecture

▲ RTA-5  EWTA will provide for manageable collection,
storage, and dissemination of a large and increasing
amount of data about clients and programs
throughout the agency on a timely basis

▲ RTA-6  EWTA will facilitate managed information
access and delivery on a timely basis in support of
efforts to improve operational efficiency and
accountability

▲ RTA-7  EWTA will allow more timely development of
flexible, interoperable, integrated new processes and
systems
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Topic: Architecture Process

Unified Architecture Management

Principle
A1. The planning and management of an enterprise’s technical architecture

must be unified.

➤  Justifications
•  Unless there is a unified approach, there is not ONE enterprisewide technical

architecture.
•  At the very least, there will be diversity among:

− Priorities/Tradeoffs
− Principles
− Product Standards
− Configurations

➤  Implications
•  A unified approach will increase participation across program areas &

enhance interoperability & cooperative processing in meeting business
requirements.

•  Architecture management will be enabled.
•  Organizationally, unification will have to occur at many levels, informally or

formally:
− Enterprise
− Program Areas
− IT

Governed Evolution

Principle
A2. An enterprise’s technical architecture must have a planned evolution that

is governed across the enterprise.

➤  Justifications
•  Establishing an architecture takes time and involves a lot of change.
•  Good change requires collaboration and collective planning.
•  Architecture is not “hit or miss.”
•  Architecture must be well thought out.

➤  Implications
•  Prioritization and reprioritization are necessary across all automation

initiatives.
•  Dependencies must be recognized.
•  Short term vs. long term must be constantly re-examined.
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Reduce Integration Complexity

Principle
A3. A goal of the enterprise architecture must be to reduce integration

complexity to the extent possible.

➤  Justifications
•  Improve supportability
•  Reduce costs

➤  Implications

•  Decrease the number of vendors, products, and configurations in your
environment.

•  Must maintain configuration discipline.
•  Will rely on infrastructure subassemblies supplied by vendors.

Buy First, Build for Special Requirements

Principle
A4. Whenever possible we should “buy” those applications/ technologies

off-the-shelf that will meet requirements.
We should have those applications/technologies “built” that will provide
special requirements.

➤  Justifications
•  Use of packaged solutions is increasing.
•  This trend will continue.
•  Results in faster delivery of applications/ technologies to the Program areas.

➤  Implications
•  Invest in core competencies needed for special requirements.
•  Support for commercial products must be addressed.
•  Assess availability of commercial products to meet identified needs.
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Topic: Information Architecture

Information Is an Enterprise Asset

Principle
IA1. Information is valued as an agency asset, as well as a public trust,

leveraged to enhance program administration and accelerate decision
making.

➤  Justifications
•  The value of information is not always recognized in isolated pockets
•  Information must be shared to maximize effective decision making across

programs and to external partners
•  Increase the integrity and relevance of data

➤  Implications
•  Information must be identified, authenticated, and exploited
•  Need unified information management
•  Data Marts need to be developed to facilitate information availability for

decision making
•  Accelerate information availability
•  Establish supporting policies for security, information sharing
•  Data needs to be structured for easy access and management
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Topic: Application & Data Architecture

Application Partitioning

Principle
AD1. The logical design of application systems should be highly partitioned

into discrete service functions.

➤  Justifications
•  A change can potentially affect many large programs, if they are not highly

partitioned.
•  Recoding leads to time-consuming retesting.
•  Partitioning isolates/minimizes change impact.

➤  Implications
•  Need to divide coded entities into these functions, such as:

− Presentation
− Process Request
− Process
− Data Request
− Data Access

•  More coded entities to manage
•  Overall instruction length increases

Database Partitioning

Principle
AD2. Databases should have a high degree of physical partitioning.

➤  Justifications
•  One change can affect many large programs, if the databases are not highly

partitioned.
•  Partitioning isolates/minimizes change impact.

➤  Implications
•  Need to develop competency in partitioning databases, horizontally and

vertically
•  More tables
•  Smaller tables
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Firm Logical Boundaries

Principle
AD3. Logical boundaries must be established between the partitions,

application or database, and the logical boundaries must not be violated.

(The actual partitioning of the applications and the partitioning of the
databases may be different.)

➤  Justifications
•  Traditional application development methods have created an innate

dependence for programs on the internal logic, platforms, and structures of
other programs.

•  This causes unnecessary change within programs when the internal logic,
platforms, or structures change for other programs.

•  This practice can be broken down by creating these inviolate logical
boundaries.

➤  Implications
•  Code is more adaptive to changes in internal logic, platforms, and structures.
•  The logical boundaries must be established.
•  Design reviews must ensure the boundaries are kept intact.
•  Must develop needed guidelines

Message-Based Interfaces

Principle
AD4. The interfaces across separate logical boundaries must be message-

based.

(These interfaces must extend to both partners and vendors.)

➤  Justifications
•  Messaging technology is complex, BUT using messaging technology is

EASY.
•  Messaging allows for location, DBMS, and data structure transparency.
•  Messaging is a key enabler for many of these Principles.

➤  Implications
•  A messaging infrastructure is necessary.
•  Common messaging formats, IDs, and standards must be established.
•  Developers must learn how to use messaging.
•  Messaging does not require physical partitioning.
•  Network traffic may increase, unless asynchronous logic is used.
•  Applications must be designed to be event-driven.
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Event-Driven Systems

Principle
AD5. We must deploy application systems that are (business) event-driven.

➤  Justifications
•  Increases adaptiveness

− Business processes are a series of business events.
− Business process changes involve adding/removing/changing business

events.
− Enables a delay in binding times for decisions/responses.

•  Increases linkage to the business
− Simulates actual business environment.
− Easier to realign when change occurs.

➤  Implications
•  Asynchronous logic and processing replace batch logic.
•  Requires systemic thinking; event-based processing crosses traditional

system boundaries.
•  Enables the “push” model of information delivery.

Highly Granular, Loosely Coupled

Principle
AD6. We must engineer our application systems to be “highly granular” and

“loosely coupled.”

➤  Justifications
•  Flexibility
•  Increased interoperability
•  Adaptability
•  Improved maintainability

➤  Implications
•  More modules
•  Smaller modules
•  Less change
•  Fundamental to component-based design
•  Less redundancy
•  Battle to ensure reuse
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Component-Based n-Tier Model

Principle
AD7. Application systems employ reusable components using an n-tier model.

(Dependent on other Principles.)

➤  Justifications
•  Allows location independence of components.
•  For applications to be partitioned in different physical tier configurations, they

must be architected with multiple logical tiers.
•  Reusable components must be deployed independently of the deployment

platform.
•  Commercial components are/will be available for many business functions.

➤  Implications
•  Use of reusable components must become a common development method.
•  Component management must become a core competency.
•  Design and analysis for business logic must be systemic.
•  Requires physical configuration standards.

Object-Oriented

Principle
AD8. Application delivery should be evolving toward an object-oriented

approach.

➤  Justifications
•  Objects will allow for easier adaptation of business process changes.
•  Independent software vendors are progressing from components to objects.

➤  Implications
•  Component development is the logical and practical evolutionary step toward

objects.
•  A fundamental knowledge of objects must be obtained.
•  Object trends must be watched.
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Share Components

Principle
AD9. Application systems share reusable components across the enterprise.

(Dependent on other Principles.)

➤  Justifications
•  Reuse will lower costs and maintenance efforts.
•  Building components is not enough; they must be used to gain any benefits.
•  The scope of reuse must be enterprisewide to recognize the greatest

potential.
•  Development or change is faster.

➤  Implications
•  Must develop a culture of reuse.
•  Design reviews become crucial.
•  Management of reuse and of components is critical to sharing.

Leverage Data Mart

Principle
AD10. We should leverage the data mart to support decision making and

reduce the development burden.

(Emphasis on multiple data marts and using replicated, derived or calculated
data.)

➤  Justifications
•  Increased demand for access to agency data has led to a need for more

information access.
•  Reduces burden on programmers to generate reports and data queries.
•  Data marts and their associated end-user tools make it possible to relieve this

burden by making it the responsibility of end users.

➤  Implications
•  Programmers have more time for development tasks; IT is still involved.
•  Data marts and data repositories are needed.
•  End-user tools must be provided.
•  End users become more knowledgeable about information and the tools they

need to access and analyze it.
•  Requires consistent & meaningful data and standard data definitions.
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Topic: Infrastructure Component

Enterprise Network as Virtual LAN

Principle
IC1. We must implement an enterprisewide backbone network that provides a

“single network image” as if it were a virtual, enterprisewide LAN.

➤  Justifications
•  Increasing need for access to information across the enterprise.
•  Lack of a robust network architecture will impact the success of distributed

applications.
•  Networks are the essential enabling technology for client/server, Internet, and

collaborative computing.
•  Expand the vision of organizations by reaching out to customers and

suppliers.

➤  Implications
•  Directory services
•  High speed
•  High bandwidth
•  Interconnection of distributed LANs
•  Legacy connection to client/server and Internet applications

Server Partitioning: Workloads

Principle
IC2. Applications and databases should be physically partitioned on separate

servers, in the same location, based on workload.

➤  Justifications
•  Server configuration (processors, memory, storage, etc.) is based largely on

the expected volume and type of work.
•  Servers should be configured for similar processing.
•  As process workloads change or become stable, they can be distributed

across servers as appropriate.
•  Flexibility in disaster recovery design.

➤  Implications
•  Apps/data with unpredictable or unique workloads partitioned to their own

server.
− This includes Web, e-mail, imaging, data marts, and new applications.

•  Apps/data with similar workloads can be deployed on the same server.
•  Need to develop server configurations based on workload.
•  Will require a trade-off, standard configurations lower costs over time.
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Virtual Data Center

Principle
IC4. If there are any distributed servers, server management should be

delivered using the concept of a central, virtual data center.

➤  Justifications
•  Servers do not belong anywhere but a data center.

➤  Implications
•  Servers in virtual data center configured and maintained exactly like servers

in real data center.
•  Invest in hardware and software rather than support staff and tuning.
•  Remote personnel may be needed to perform minor tasks.
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Topic: Organization

Architecture Insourcing

Principle
O1. Enterprise architecture development must be an insourced effort.

➤  Justifications
•  Architecture comprises principles based on that enterprise’s business needs,

and is used to guide the internal engineering efforts within the enterprise.
•  These guiding principles cannot be impacted by the incentives and

motivations that external partners invariably have.
•  Architecture is not a one-time event.
•  Architecture development skills are expensive, so a continual return on

investment is desired.

➤  Implications
•  Architecture becomes a function of IT, just like network support, application

development, and database management.
•  Architecture can have external assistance, but ultimately is led by an

INTERNAL chief architect.
•  Even when outsourcing ALL operations, architectural direction must be set by

business-driven internal resources.

Redefine Programmer Domain

Principle
O2. To achieve “enterprise RAD,” we must redefine the domain of the

programmer.

(Often the most difficult Principle to implement.)

➤  Justifications
•  Need to have a sustainable and scalable method of rapid application

development.

➤  Implications
•  Programmers will have to choose (or have chosen for them) which type of

programmer they will be:
− Component developer
− Software assembler

•  They can only be one or the other, not BOTH!
•  IT organizations will need to determine how they will migrate to this mode.
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Infrastructure Development

Principle
O3. Infrastructure services are delivered and managed separate from

application development.

➤  Justifications
•  Centralized infrastructure services should provide standardized interfaces for

application use.
•  This separation of infrastructure and application development has generally

been adopted by the IT industry.

➤  Implications
•  Organizational structure needs to contain a separate support function for

infrastructure.
•  Employ infrastructure pattern matching in infrastructure design.
•  Infrastructure Development (ID) must provide application interface services to

access infrastructure components.
•  Applications’ technical designs must conform to the use of ID-developed

interface services.

Matching Core Competencies

Principle
O4. An IT organization’s internal core competencies are more fully developed

in areas that are essential to program administration and service delivery.

➤  Justifications
•  Today’s IT skills are very expensive.
•  Investment in IT skills must contribute to program administration and service

delivery.

➤  Implications
•  Other areas are candidates for outsourcing.
•  Must identify required core competencies.
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Topic: DHS Additions

Ensure Security, Confidentiality and Privacy

Principle
DHS1. IT systems will be implemented in adherence with DHS’s security,

confidentiality and privacy policies.

➤  Justifications
•  Helps safeguard client information
•  Enhances public trust
•  Protects DHS assets
•  Enables compliance with public funding requirements

➤  Implications
•  Need to identify, publish and keep the applicable policies current
•  Need to monitor compliance
•  Make the security, confidentiality and privacy requirements clear to designers,

developers, etc.

Consistent Security

Principle
DHS2. DHS will use a consistent set of security interfaces and procedures.

➤  Justifications
•  Simplifies use/lessens training requirements
•  Enables central administration
•  Protects DHS assets
•  Reduces integration complexity
•  Reduces costs

➤  Implications
•  Appropriate standards must be developed.
•  Need to develop a unified security mechanism
•  Security requirements must be clear to designers, developers, etc.
•  Need to monitor compliance

Mainstream Technologies

Principle
DHS3. IT solutions will use industry-proven mainstream technologies.

➤  Justifications
•  Avoids dependence on weak vendors
•  Reduces risks
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•  Ensures robust product support
•  Enables greater use of COTS solutions
•  Allows DHS to stay current with industry standards

➤  Implications
•  Need to establish criteria to identify weak vendors
•  Requires migration away from existing weak technologies in the DHS

environment

Industry Standards

Principle
DHS4. Priority will be given to products adhering to industry standards and

open architecture.

➤  Justifications
•  Avoids dependence on weak vendors
•  Reduces risks
•  Ensures robust product support
•  Enables greater use of COTS solutions
•  Allows DHS to stay current with industry standards
•  Allows flexibility and adaptability in product replacement

➤  Implications
•  Need to establish criteria to identify standard products

Total Cost of Ownership

Principle
DHS5. The TCO for applications and technologies must balance

development, support, disaster recovery and retirement costs along
with the costs of flexibility, scalability, ease of use/support and
reduction of integration complexity.

➤  Justifications
•  Leads to higher quality solutions
•  Reduces TCO
•  Enables improved planning and budget decision making

➤  Implications
•  Requires designers and developers to take a systemic view
•  Need to selectively sub-optimize
•  Need a way to identify TCO
•  Increased need for information sharing related to TCO of projects
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Plan for Growth

Principle
DHS6. IT must plan for growth and expansion of services in all projects.

➤  Justifications
•  Cost effective approach
•  Hardware is cheaper than labor
•  Reduces cost of maintainability
•  Enables quicker response to growth and change

➤  Implications
•  Requires a culture shift and education
•  Need to predict growth from historical trends

Formal Software Engineering

Principle
DHS7. DHS must employ documented systems and software engineering

practices and methods based on accepted industry standards.

➤  Justifications
•  Reduces training costs
•  Reduces reliance on project management and staff for success
•  Leads to benchmarks for measurement
•  Enables improved quality assurance
•  Enables repeatability and consistency

➤  Implications
•  Need to agree on practices and methods
•  Requires a process definition function
•  Requires practice and method training
•  Requires monitoring for compliance

Separate Testing

Principle
DHS8. DHS must use a separate testing group for IT projects.

➤  Justifications
•  Improves quality of IT solutions
•  Leads to better defect detection
•  More objective approach/avoids conflict-of-interest
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➤  Implications
•  Requires cultural and organizational change
•  Need to retrain or acquire staff with proper skills
•  Need a separate test environment
•  Project planning must allow time for testing

TCO-Driven Retirement

Principle
DHS9. DHS must have a TCO-driven retirement plan for exiting technologies

and applications.

➤  Justifications
•  Reduces TCO
•  Simplifies the IT environment
•  Reduces IT skills required for support

➤  Implications
•  Need to define a process
•  Need to ensure coordinated retirements (don’t cut users off)
•  Need to know all interfaces

Disaster Planning & Recovery

Principle
DHS10. DHS must include Disaster Planning for all systems and have Disaster

Recovery in place for appropriate systems.

➤  Justifications
•  Information is a critical resource
•  Delivery and access to information must be ensured for critical systems
•  Systems must be operational to deliver critical client services

➤  Implications
•  Need to ensure Disaster Planning is included in each project
•  Create a process ensuring sufficient Disaster Recovery resources and plans
•  Need to review Disaster Recovery Plans in conjunction with new systems

being developed and when a system is retired.

Quality Management

Principle
DHS11. All deployed solutions shall provide management CAPABILITIES AND

metrics for the purpose of measuring capacity, reliability, stability
and accessibility of the IT solution..
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➤  Justifications
•  The complexity of a distributed computing environment demands resource

constraint, error condition and anomalous condition management
•  Proactive management improves overall IT solution availability, serviceability

and reliability
•  Systems must be operational to deliver critical client services

➤  Implications
•  Need to include proactive management metrics for each IT service and

solution provided to the agency across each technology domain.
•  IT solutions must provide metrics to the groups that manage the overall

solutions environment.
•  Metrics need to cover resource utilization, transaction counts, user

thresholds, application failures, server and database work loads, version
control, data movement management, and etceteras.
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MISSION STATEMENT

 The Data Management Domain Architecture defines the principles, processes,
standards, and products needed to capture, validate, store, secure, manage, make
accessible, and retire all the data required by TDHS automated systems. Our goal is to
define and maintain a data management architecture that recognizes the value of, and
enables the full exploitation of, TDHS data assets.

INTRODUCTION AND BACKGROUND

 

Figure DATA-1. Conceptual Interfaces between the Data Domain and other Domains.

Figure DATA-1 depicts a conceptual context of how the Data Management Domain
(Data) relates to other TDHS architecture domains. The dotted boxes around
middleware and internet indicate that these domains may or may not be involved in
any particular system. Thus, applications interface with enterprise data in both
directions and this interface may or may not involve middleware or the internet.
Similarly, the enterprise data warehousing environment is populated from enterprise
data, but does not feed it. This context is based on the following definitions:

Data – the logical content of electronic media that is structured and controlled as a
virtual representation or model of the specific states and/or attributes of objects or
processes relevant to the enterprise mission.

Data Mart – highly processed chunks of data (data products) which have conceptual
or informational relevance to the enterprise mission, e.g., data products used by
decision support systems.

Application – a computer based, automated process that manipulates data and/or data
warehousing products under the control of, or for the benefit of, enterprise
stakeholders.
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Middleware – a suite of automated processes, typically system software, that permits
applications to access and temporarily control data or data products.

Internet – the body of hardware, netware, and software that connects and permits
intercommunication between a large percentage of the world’s computing resources.

Within the data management domain, data is subject to the lifecycle phases depicted
in Figure DATA-2.

Figure DATA-2. The Data Lifecycle within the Data Management Domain Architecture.

Data is created or ‘conceived’ through a process of capture and validation. It is then
‘born’ when it is stored or updated physically on electronic media. It then spends its
‘life’ as a managed and secured asset. Finally, it is retired to an archive and/or purged
from active media. During its life it is accessed, which may result in the creation or
‘conception’ of related or superceding data. Data capture and validation are
interrelated processes that act in tandem as a necessary prerequisite to physical data
storage. Data storage and update are also intertwined processes, as are data
management and security.

DATA ARCHITECTURE COMPONENTS

The overall Data Architecture defines all the components, interfaces and processes for
implementing and managing an integrated, cohesive data policy. Key components of
this architecture description apply to both the Data Management and the Data
Warehousing domains.  The two domain documents will address subsets of these
architecture components in their respective Technology Components sections.
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DATABASES

Databases organize data and information into logical structures that are then accessed
and updated through the services of a database management system (DBMS). The
databases below are the kinds of databases that do or will exist in our network
computing environment.

OPERATIONAL DATABASES (OLTP)

Operational Databases capture transactional data required to support administrative
and functional processes.

DATA WAREHOUSING DATABASES (OLAP)

Data warehousing databases are extracts of transactional data and external data that
are transformed to support decision making and executive information systems.

Key characteristics and the uses of OLAP databases are described in the Data
Warehousing Domain description.

TEXT – BASED DATABASES (OLAP)

Text-based databases store data in non-relational structures, usually as original
documents. The documents are “tagged” with a mark-up language, e.g., XML, that
enables the recovery of predefined data elements and data sets from across any subset
of the documents stored. This has the advantage of retaining the original format and
structure of the data source, typically a document. Text-based databases are widely
used on the web and lend themselves to many on-line inquiry type applications. Thus,
it is an emerging technology very applicable to OLAP within the TDHS data
architecture.

Tools that support a text-based database include parsing and editing tools (both
manual and automated) to do the tagging, high performance search engines, browsers
that can be configured to retrieve custom tags, e.g., XML compatible browsers, and,
of course, hyper-text file managers.

DATA ACCESS SERVICES

Data access services provide users with the means to both store data and to retrieve it.

DATA MAINTENANCE

Data Maintenance provides a means of capturing, validating, and storing data either
through batch processing or on-line transaction processing.
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ADHOC QUERY

Adhoc query provides the business analyst the ability to pose specific questions and
to produce a result against OLAP data. Tools used to support this category should
offer the ability to formulate unique, detailed inquiries that search database(s) and
produce a result which can then be displayed, further refined and analyzed, or
exported to another application.

ADHOC REPORTING

Adhoc reporting provides the business analyst the ability to use the data structure and
associated specialized tools of the data warehousing environment to produce a variety
of formatted report results against OLAP data.

“BATCH” REPORTING

“Batch” Reporting provides standard information on a routine basis to a targeted
audience.  While reporting is often viewed as hardcopy, it may take on newer forms
as the Intranet can become a vehicle for fast dissemination of information whether it
be in the form of a "report", i.e. a formatted static display, or a point-and-click display
of dynamic content.  Fixed batch reports are automatically produced at a set time
with fixed content and format.  Parameterized (on demand) reports have a fixed
format, but have content that is controlled by input parameters and whose timing
depends on a unscheduled event.

DATA TYPES

Data types categorize how data is stored and processed.  New technologies are
extending the range of data types that can be stored and processed by computers.
These offer new ways of interacting and communicating with users and amplify the
human/machine interface.

CHARACTER AND NUMERIC FIELDS

Data fields containing discrete values related to some business entity. Since data
fields are discrete values, they can be individually retrieved, queried and manipulated
to support some activity, reporting need or analysis.

IMAGES

Scanned pictures of documents, photos and other two dimensional forms can be
stored in databases.  The scanned image is a single data field and is retrieved and
updated as a single fact.  Software outside of the DBMS is used to manipulate the
image.
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MULTIMEDIA: VOICE, ANIMATION AND VIDEO

Multi-media applications are increasing as we employ new modalities of
communicating with users.

Voice can be stored in a database to capture instructional, informative messages
which can then be played back rather than displayed as text. This facilitates those
situations where keyboards and visual displays are difficult to utilize such as in a
Mart or maintenance facility.

Graphics, animation and video, likewise, offer an alternative way to inform users
where simple text does not communicate easily the complexity or the relationships
between informational components.

OBJECTS

Objects are composites of other data types and other objects.  Objects form a
hierarchy of information unlike the relational model. Objects contain facts about
themselves and exhibit certain behaviors implemented as procedural code.  They also
"inherit" the facts and behaviors of their parent objects up through the hierarchy.

TEXT

Text data types provide a method for storing non-structured information.  This type is
not conducive to using keys for retrieval.  However, text data can contain embedded
codes that enable navigation and search functions.

DATA DISTRIBUTION SERVICES

Demand for access to data by all TDHS locations has potential impact on network
capacity and database servers.  Proper distribution minimizes this problem.

Placing data on database servers located at key locations within the TDHS network,
can minimize potential network bottlenecks while still providing users with
reasonable response times when querying this information.

Distribution of data across servers can also result in maximizing access to
information.

REPLICATION

Replication is the process of distributing and synchronizing copies of information
across a network of servers. Replication operates on a database as a whole.
Replication is a valid strategy for optimizing performance when it is limited to stable
data and data primarily for read-only use.  It is also a valid strategy for supporting
local data update when data changes are then applied to the original source.
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EXTRACTION

Extraction is a means of copying subsets of data through a process of selection from
one or more source databases.  Extraction may or may not employ some form of
transformation and may include some or all of the data.  Extraction requires
knowledge of internal database schemas or flat file record structures.

MIRRORING

Mirroring provides two images of the same database and allows the two databases to
be synchronized simultaneously employing hardware or software services. This form
of data duplication is the most accurate.

DATA RESOURCE MANAGEMENT

Resource management provides the facilities for defining and supporting an
enterprise-wide, distributed data architecture allowing those charged with ensuring
operational integrity and availability the tools necessary to do so.

ADMINISTRATION

Administration encompasses the creation, maintenance, support, backup and recovery
and archival processes required in managing a database.

META DATA REPOSITORY

A meta data repository is a database that provides a complete glossary of the
enterprise’s systems and business processes.  Meta data consists of three categories
(specification, technical, and business) which are captured in the repository.
Specification meta data is the documented requirements used in defining and
developing systems.  Technical meta data is the information about the context,
quality, condition, characteristics, and relationships of the physical data. Business
meta data is generally used by end-users and enables information discovery and
promotes business understanding.  In summary, the repository offers a way to
understand what information is available, where it is stored, its definition, its
ownership and a means for its accurate sharing.

RETIREMENT

Retirement is a strategy for removing obsolete data from databases.  Purging data is
the permanent removal of data while archiving is removing data for the purpose of
long term storage with the capability of future access.
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SECURITY

Security of data is the relationship between users and the logical and physical
structures and the data they contain. Security is user based and defines at the DBMS
level the privileges required to modify data structure and access the data.
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DATA MANAGEMENT TECHNOLOGY COMPONENTS

The Data Management Domain technology environment defines the computing
components which support the mechanics of storing, securing, managing and
maintaining the integrity of the enterprise’s operational data assets.  These
components are:

META DATA REPOSITORY TOOLS

A meta data repository provides the foundation for acquiring, maintaining, and
exploiting meta data throughout the enterprise.  The Data Management domain is
addressing repository technology as a whole, including the needs of the Data
Warehousing domain.

Tool Purpose: the creation, modification, viewing, and securing of meta data for both
OLTP and OLAP.

DATABASE MANAGEMENT SYSTEMS

Databases organize data and information into logical structures that are then accessed
and updated through the services of a database management system (DBMS).   This
Data Management Domain will cover only the technology of enterprise-level
operational (transactional) data, and two key technology components are:

ONLINE TRANSACTIONAL PROCCESSING DATABASES

Operational Databases capture transactional data required to support enterprise-level
administrative and functional processes.

OPERATIONAL DATA STORE

An Operational Data Store (ODS) is a single, consistent image of TDHS's
transactional data. The ODS resolves data inconsistencies and removes redundancies.
An ODS serves two purposes: 1) provides a common source for Data Warehousing
and 2) provides adhoc access to operational data in support of daily operations and
decision making. An operational data store can protect individual operational
databases from the performance impact of adhoc queries, can offer the user faster,
more consistent access to detail, operational data and streamlines the Data
Warehousing extraction process.

DATA ADMINISTRATION TOOLS

Administration encompasses the creation, maintenance, support, backup and recovery
and archival processes required in managing a database.
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Tool Purpose: the creation, modification, and viewing of database structures and
contents.

DATA MODELING TOOLS

Tool Purpose: enable database developers and administrators to create models at all
necessary levels of abstraction to analyze information needs and transform them into
database solutions.  This includes meta models for the repository as well as models
for OLTP and OLAP logical and physical databases.

DATA DISTRIBUTION TOOLS

Overall Purpose: providing the services of data replication, extraction and mirroring.

REPLICATION

Tool Purpose: Making complete copies, at some defined interval, at multiple
locations

This service takes advantage of the operational characteristics of the platform /
middleware, but is accomplished by the RDBMS itself or companion products.

EXTRACTION

Tool Purpose: Selecting, processing, and storing a defined subset of data as needed
for the OLTP environment.  This is commonly used for supporting system
development life cycle phases by creating appropriate data sets to be used in
development, system testing, user acceptance testing, and training.

MIRRORING

Purpose: Automatically making a synchronous complete copy.   This service is
expected to be provided by the operational characteristics of the platform /
middleware, making use of the internal technology of a RDBMS.

DATABASE DEVELOPMENT TOOLS

Database administration staff need the equivalent tools available to application
development, such as editors, debuggers, analyzers, integrity checkers.  Such tools
would be employed to create and manage stored procedures, database triggers and
database views. Tools in this class would also be needed to interpret data standards
like HL7, and to check compliance.
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DOMAIN PRINCIPLES

Principle 1: All data elements will have a business steward and will have
common business definitions

Justification:

For data to have an authoritative source, there needs to be both accountability for its
accuracy and availability, and accountability for providing the enterprise with a
common understanding of its content and meaning. Identifying a business ‘steward’
places responsibility for maintaining the accuracy and availability within the business
unit (program area) most closely associated with managing this data. Maintaining a
common business definition of each data element ensures consistency across the
organization in the use of information derived from these elements.

In addition, stewardship accountability greatly increases the probability of proper
security and confidentiality assignments for data.

Principle 2: Operational and Informational data stores are kept separate

Justification:

Separate data sources isolate operational (OLTP) systems, which perform mission
critical business processing, from large ad hoc queries and online analytical data
processing (OLAP). If the data sources are not separate, ad hoc queries and direct
access of data for OLAP systems can adversely impact the performance of
operational systems.

For optimal performance, OLTP and OLAP may require different database designs.
OLAP typically includes complex operations involving time series and trend analysis,
which do not perform well with relational database technology alone (e.g., sometimes
other methods of data storage are needed to support OLAP, such as multi-
dimensional databases and text-based databases).

Allow local data storage in remote locations temporarily.

Justification:

It is important to recognize the requirement for temporary local data storage in
providing IT solutions to meet specific business needs.

Data capture at these locations improves their operational efficiency and can provide
valuable information to upstream processes once connectivity is established.
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Principle 3: Manage data through a permanent centralized data
administration function

Data and information are valuable assets.  The successful delivery of agency services
depends on decisions derived from accurate, well-maintained and secure data.

The agency must establish, staff, and maintain an organization(s) clearly responsible
for defining the processes of data management, selecting and implementing the use of
data management tools, and performing all the duties of data store lifecycle
management (validation, configuration control, backup and recovery, security)

Justification:

Centralized management:

! Is crucial to the quality and consistency of enterprise shared data.

!  Provides the integration process that ensures the integrity and consistency
of data captured locally.

! Maintains enterprise standard definitions of data and data structures shared
across the agency.

! Defines and executes the mechanism for resolving conflicts in data
attribute requirements among different business entities (including
external partners who exchange data with the agency).

! Provides data repository technology administration (product support and
usage).

! Implements all quality assurance and quality control processes related to
the concerns of agency data management.

Principle 4: Manage data to maintain integrity

Taking responsibility for data accuracy and consistency requires that IT and the
business adopt policies and procedures to govern the capture, maintenance, backup,
recovery and secure access of data.

Justification:

Data forms the basis for our production systems and is a primary source for decision
making. The accuracy and consistency of data is therefore critical to the agency’s
ability to operate effectively and to manage these operations.

Maintaining appropriate security of all data assets is also fundamental to ensuring
data integrity.
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Principle 5: Database designs shall be reviewed for adherence to MIS
architectural standards.

Reviewing data and database designs at all appropriate stages in the application
system development lifecycle is an important project success factor.

Justification:

Design reviews are essential to ensure that enterprise shared data is defined
consistently across applications and that the design conforms to MIS architectural
standards.  To provide consistency in the review process, review services will be
provided as part of the centralized administration function.

Review for:

! Accessibility  by standard messaging techniques

! Conformity to federated (shared) definitions  Data not already identified as
federated should be evaluated to determine whether it should be added to
the federated data list

! Transaction analysis – evaluating data accessibility by OLTP methods and
other approved methods  (OLAP)

! Potentially redundant data definitions (and data capture), to encourage re-
use

! Conformity with security policy

! Other standards as determined by the centralized administration group.

Principle 6: During database design, partitioning decisions must anticipate
concurrent session volume-metrics, load balance capacity-metrics,
network topology, throughput chain performance, outage
minimization, and requirements for backup and recovery.

Justification:

Logically and physically partitioning data must be done carefully, distributed
database systems usually provide greater throughput and higher availability than
single physical or logical central servers.  Locally distributed servers tend to handle
smaller processing loads and can be configured for smaller capacity machines.  Cost
of ownership overall tends to be less, while total concurrent sessions can provide
balanced access loads.

Demand of large amounts of data from a central database to the server or client
requiring this information can interfere with overall system availability and
reliability. It is important to estimate the network traffic and design solutions that
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minimize this impact to achieve highly available access to information across the
entire organization.

Principle 7: Enforce referential integrity rules within the DBMS

It is the responsibility of the DBMS to detect and report violations of the rules
governing the relationships between data.

Justification:

By containing rules governing the relationships between data within the DBMS, all
transactions updating this information do not need to enforce this relationship.  The
result is reduced application complexity, improved data quality and more adaptive
solutions.

Principle 8: Capture all specification, technical, and business meta data in a
central repository.

Justification:

Utilizing the meta data repository to design and maintain all databases enables data to
be used in a consistent and accurate manner by both internal and external application
users.

Using a meta data repository also enhances the ability to define and manage security
and confidentiality attributes of a data items.

The meta data repository promotes data sharing which reduces the overall resources
required to maintain data throughout the data life cycle.  Sharing of data also leads to
better decision making by ensuring common understanding of terms and the context
in which data is captured.  In order for a data item to be sharable (an enterprise
standard resource) it must meet the following criteria:

! Defined consistently across the enterprise

! Accurate and up-to-date

! Secured

! Managed centrally

Principle 9: Minimize data replication and extraction

Replication and extraction should be used only as required for optimizing
performance or for supporting controlled local data update.

Justification:
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Maintaining only one version of data enables data integrity and security while
reducing concerns over synchronicity, authenticity and costs.  This principle should
be rigorously applied to mission-critical operational systems.  Identification of
specific application requirements for data availability, recoverability, and freshness
(live, 24 hours old, et.) are prerequisite to determining the business needs for
replication or extraction data.

Principle 10: Support the transparency of the location and access of data by
applications

Justification:

Location transparency and database access transparency at the application level
protect applications from certain changes occurring at the database layer.  This means
designing an N-tier architecture where all data access is managed through a middle
tier. This design makes databases easy to relocate, restructure, or re-platform the back
end services with minimal disruption to the applications that use them. It is essential
for adaptive systems.

 Minimize downstream manipulation of data from source to storage

Justification:

Data is derived from sources. Between the time it is conceived at its source and the
time it is created as protected, validated data in an electronic storage medium under
TDHS control, it may undergo any number of processing steps. This principle states
that we should minimize that processing. The reason is to minimize the chance for
errors to occur or to propagate. The objective is to ensure data integrity. Data integrity
requires a recognition that unprocessed data at its source is the least likely to be
corrupted, and that the less processing that takes place before it is stored, the less
chance there is for the introduction of corrupted data.

Principle 11: Validate data at all tiers of the architecture

Justification:

Defining the validation rules for data within the DBMS, ensures its accuracy and
consistency in an open architect environment.  This also reduces application
complexity by eliminating the need for modifications when the data definition
changes.

When validation rules for data are performed within an application or application
server, performance improves and network traffic is reduced since the data does not
have to be sent to the DBMS for validation.

When data validation rules are maintained in all tiers, the fault-tolerance of the data is
increased.
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Principle 12: Prototype database designs to create an initial performance
benchmark

Evaluate performance characteristics of a database design before constructing the
database.  Expect to make changes and adjustments throughout development.
Changes during the early cycles up to, and including implementation are a primary
mechanism of performance tuning.

Justification:

Optimizing data access performance and resource utilization contributes to lowering
our total cost of ownership, and to providing timely access to information.

Principle 13: Tools for managing, securing and maintaining data integrity shall
be provided ‘off the shelf’ as much a possible, consistent with the
standards of the TDHS/MIS technical architecture.

Justification:

This principle recognizes that TDHS data management requirements are not unique.
Indeed, they are commonplace. As a result, several vendors have addressed our
requirements in the tools and products they have developed and are marketing. TDHS
recognizes that leveraging the appropriate subset of these tools against our needs is
the low risk, low cost option, and is preferred to the higher risk, higher cost approach
of developing our own tools, even if these have the potential of addressing our
requirements more specifically than off-the-shelf tools.

Principle 14: Structure all data to meet industry standard definitions and access
methods.

Justification:

This principle recognizes that TDHS does not perform its mission in isolation. To
support our mission, TDHS data management must have the flexibility to rapidly
interface with the data architectures of other agencies. This requires agreements with
other agencies as to how the interface is to be structured. The internationally
recognized and widely adopted standard for accomplishing this type of interface is
message-based interactions via Electronic Data Interchange (EDI). The EDI standard
that is relevant to TDHS is the ANSI Accredited Standards Committee (ASC) X12
product.

Furthermore, HL7 is the federally adopted standard for exchanging data of a health
and human services nature. These two standards, EDI-ASC-X12 and HL7, have been
harmonized by their respective parent bodies. The adoption of these standards by
TDHS, therefore, will enable us to quickly and flexibly interface with other agencies
in accomplishing our mission.
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Principle 15: Data management tools must be industry-proven (have a
significant market share) and adhere to industry standards.

Justification:

This principle addresses the need to base tool procurement on total cost of ownership
(TCO) considerations. It recognizes that tools developed and marketed by industry
leaders are less costly to maintain over the total period of their use. It also recognizes
that vendors with larger market shares are able to gain economies of scale that are
passed on to their customers. TDHS needs to avoid weak vendors who may be exiting
a given market and obsolescent technologies must be phased out at the earliest
opportunities.

Principle 16: Maintain separate data environments to support the unique needs
of different development lifecycle phases.

Justification:

The data item contents, as well as the rules for maintenance of the data differs from
development, to test, to training, to production.

There are many different types of testing, including: unit, integration, quality
assurance, environmental impact, information flow, performance, administration,
support, security, and acceptance.  Many of these testing activities occur in parallel
and must have their own environment with varying amounts of data.

Training usually shares the production environment, and uses production data that has
been modified to protect the privacy of clients, or is completely made up for teaching
purposes.
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STANDARDS

The following standards are considered critical for qualifying candidate products to
meet data management domain architectural principles.

Standards 1: OIM – Open Information Model

“The Open Information Model (OIM) is a set of meta data specifications to facilitate
sharing and reuse in the application development and data warehousing domains.
OIM is described in UML (Unified Modeling Language) and is organized in easy-to-
use and easy-to-extend subject areas. The data model is based on industry standards
such as UML, XML, and SQL. It has been reviewed by over 300 companies.”

 “The need for such a standard arises as meta data (the information about the
enterprise data) emerges as a critical element in effective data management. Different
tools, including data warehousing, distributed client/server computing, databases
(relational, OLAP, OLTP...), integrated enterprise-wide applications, etc... will be
able to cooperate and make use of meta data generated by each other  through OIM”.
Definition from the Metadata Coalition (the governing body for the standard).

Standards 2: ASC-EDI-X12

Electronic Data Interchange (EDI) is a standard for exchanging data between distinct
IT organizations or agencies. It is message-based. ANSI ASC-X12 is the defining and
maintaining parent body for the standard. X12N is the subcommittee tasked with
development, publication, and maintenance of the standard most relevant to human
services.

Standards 3: HL7

HL7 is a federally mandated standard for exchanging data related to health and
human services between agencies and industry. It is message-based and explicitly
defines data element structures and formats. HL7 and EDI have been harmonized by
their parent bodies. Together, they provide a robust standard for the exchange of HHS
data between agencies and suppliers.

Standards 4: ODBC – Open Database Connectivity

Microsoft-developed API for providing transparent desktop access to diverse data
sources using a common set of SQL syntax.  Derived from the SQL Access Group’s
specification for database interoperability and defines how to move information in
and out of any database that supports the standard.

Standards 5: JDBC – Java Database Connectivity
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Similar to ODBC, this set of application programming interfaces (APIs) provides a
standard mechanism to allow Java applets access to a database and offers a robust
model for writing applications that are easy to maintain.

Standards 6: SQL - Structured Query Language

SQL is a data manipulation language derived from relational algebra and standardized
by ANSI. The current ANSI standard level (ANSI SQL 92, also called SQL 2) is
supported by most RDBMS products. Its use provides standard access to data
contained in relational databases.

Standards 7: UML – Unified Modeling Language

The Unified Modeling Language (UML) is a language for specifying, visualizing,
constructing, and documenting the artifacts of software systems, as well as for
business modeling and other non-software systems. The UML represents a collection
of best engineering practices that have proven successful in the modeling of large and
complex systems. It is the visual modeling language of choice for building object-
oriented and component-based systems,  and  it includes:

•  Model elements — fundamental modeling concepts and semantics,

•  Notation — visual rendering of model elements,

•  Guidelines — idioms of usage within the trade.

“The UML was first developed by Rational Software and its partners. It is the
successor to the modeling languages found in the Booch, OOSE/Jacobson, OMT and
other methods. Many companies are now incorporating the UML as a standard into
their development process and products, which cover disciplines such as business
modeling, requirements management, analysis & design, programming and testing.”
Definition from the Object Management Group (the governing body for this
standard).

Standards 8: XML – Extensible Mark-up Language

The extendable mark-up language (XML) is an emerging standard that enables the
user to define their own structure for tagging data within documents. Tagged data can
then be retrieved and processed in many ways similar to data retrieved from relational
data structures.
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PRODUCTS

META DATA REPOSITORIES

The IT industry currently is addressing the importance and necessity of the meta data
repository mainly for a warehousing endeavor.  Therefore, many companies are
currently offering meta data repository tools in their warehousing suite of tools.
However, our enterprise values its significance and role in the overall architecture
strategy to include OLTP as well as OLAP systems.

Candidate products include:

! Platinum’s OEE (Open Enterprise Edition) - provides the foundation for
acquiring, maintaining, and utilizing meta data throughout the enterprise.

! Ardent (merged with Prism) Repository Manager – is one application in a
suite called DataStage.  DataStage suite includes Repository Manager,
Designer, Director, and Administrator - plus a Windows NT-based server.
The Repository Manager interfaces with Sybase’s Warehouse Solution
Suite and Microsoft Repository.

! Oracle’s OADW Repository – is one application in a suite called Oracle
Applications Data Warehouse (OADW).  OADW suite includes OADW
Repository (which defines, generates, and stores the OADW meta data),
OADW Warehouse Workflow Model,  OADW Warehouse Administrator,
OADW Collection Packs, and OADW Analysis Tools.

! Hummingbird Communications, Ltd’s BI/Broker – is one application in a
suite called Buiness Intelligence (BI).  BI suite includes BI/Broker (which
includes a meta data repository), BI Query, BI  Web, and BI Analyzer.

Product choice rationale:

The repository product should (minimally) be able to import and export meta data
stored in TDHS-approved application development environments, database systems,
and CASE tool files.  The product must be capable of being stored in at least one of
the TDHS-approved DBMSs.

DATABASE MANAGEMENT SYSTEMS

Only operational (OLTP) systems for enterprise-level IT solutions will be considered
in this domain.  Analytical databases (OLAP) and text-based databases their related
tools will be described in the Data Warehousing Domain. Point-solution products for
individuals or small independent groups are not addressed.
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OPERATIONAL DATABASES

Candidate products include:

! Oracle

! Sybase

! MS SQL Server (when required for COTS application)

! Unisys RDBMS1100

Product choice rationale:

Oracle is positioned as an object-relational server which provides many out of the box
functions and features that must be purchased as add on in other DBMS.  The current
release of Oracle provides for online administration, data multiplexing, queue
management, and multiple Database gateways for text, spatial, video, objects and
JAVA.

TDHS currently has a very high presence in Sybase DBMS and the improvements to
the Sybase current release provides cost effective improvements for our current
inventory of products and systems.

Many Commercial Off the Shelf products currently in use at TDHS ship with
components that are built on the MS SQL DBMS.

TDHS currently has most enterprise business-critical data stored in Unisys databases.
Several large databases are RDBMS1100.  Use of Oracle Open Connect would allow
Oracle applications to access RDBMS1100 databases, taking advantage of the Unisys
strength in high-end I/O intensive OLTP.

DATA ADMINISTRATION TOOLS

One distinguishing criterion for tool selection is “ease of use”, and another is its
ability to provide required administration functions for all supported databases. These
products are for the OLTP environment.

Candidate products include:

! DB Artisan by Embarcadero

! Schema Manager by Embarcadero

! Data Manager by Quest

! Oracle Administration Manager

Product choice rationale:
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A primary requirement for this class of tools is the optimization of staff productivity.
Assuming continued scarcity of staff resources, we want a primary tool that can used
by all staff to all support RDBMSs. This tool can be augmented under exceptional
conditions with special purpose tools required by a unique (mandated) RDBMS or
service.

DATA MODELING TOOLS

Data Modeling tools enable the database designer to capture the attributes and
relationships between the enterprise data elements, perform ‘what if’ analyses on
possible data configurations, estimate transaction efficiency and performance
characteristics of various designs, and develop creation scripts.

 Candidate products include:

! S-Designer (Sybase)

! ER/win (Platinum)

! Oracle Designer

! System Architect (Popkin Software)

Product choice rationale:

Use the same tool for modeling at various levels and for different databases (i.e.
provide tight coupling among enterprise level information models, logical data
models, physical data models, and transform functions to create key physical database
components, regardless of the database target environment).  Approved tools must
support UML.  Approved tools must be capable of storing all modeling items in an
OIM-compliant repository (or have announced this strategic direction and have it
scheduled for the next release level).

DATA DISTRIBUTION TOOLS:

REPLICATION & EXTRACTION

These services often take advantage of the operational characteristics of the
platform/middleware, but are also accomplished by an RDBMS itself or companion
products.  Most products can be used both for replication and extraction. Products
listed here serve the OLTP environment

Candidate products include:

! Oracle Discovery

! Oracle Replicaton Server & Manager

! Sybase Replication Server
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! MS SQL Server ( replication included in the RDBMS core functionality)

! Infopump

! Data Junction

! PERL

Product choice rationale:

First, use tools that are clearly compatible with TDHS-approved RDBMSs.  In
addition, tool choice should be related to the technology and complexity of the
database involved and the purpose of the data distribution (one-time extract,
productional daily replication and so on).

MIRRORING

No domain-specific products.

DATABASE DEVELOPMENT TOOLS

Database development tools include editors, debuggers, script management, and other
CASE related functions, e.g., standards enforcement and help for EDI and/or HL7.

Candidate tools:

!  sql4U from db4U, Inc.

! SQL-Programmer IX from Sylvain Faust

! Oracle Developer

! Platinum tool kits for specific DBMS vendors, e.g., Oracle

Product choice rationale:

Primary considerations for selection are how well the tool integrates with our
infrastructure, especially configuration management tools and processes; compliance
with standards (especially SQL), and compatibility with data modeling tools.
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MISSION

The Data Warehousing Domain Architecture focuses on providing access to the
informational and decision-making data of the Agency and its partners.  The program-
related operational data contained within a dimensional analysis and reporting data store
has typically been transformed, cleansed, and audited to adhere to agency guidelines.
Components of a data warehousing architecture are data marts, data cubes, an atomic data
store or a data repository.  The data formats for these architecture components can be
relational, multi-dimensional, relational-multi-dimensional, or proprietary, depending on
the component.

As an "integration domain" the principles and selection of solutions in this domain affect
and are affected by other domains, in particular, the Data Management domain, the
Platform domain and the Security domain.

INTRODUCTION AND BACKGROUND

The data warehousing architecture is architecture for putting data within reach of
business intelligence systems.  Stores of operational information for analysis provide the
basis for decision support, reporting and executive information services.  Transactional
data is summarized, categorized, filtered and transformed into a data store that facilitates
this analysis process.  The varying architecture components of the data warehousing
architecture provide the solutions to needs for access to informational and dimensional
analytical data.

Data Mart.  A data mart is a subject-specific database, data store or data repository of
structured operational data providing a knowledge base for business analysis, decision
support, and strategic and tactical planning by program area, according to the specific
functional design for the data mart.

Depending on user requirements, the data mart may contain fine grained information but
generally will contain coarser grained information -- specific to the management levels
being supported.  On-line analytical processing requirements of data marts are different
than on-line transaction processing requirements of operational databases.  The subject
matter of data marts is more focused, more modest in size and scope and uses more
summarized data.  They address the needs of a more narrowly defined user group, are
implemented more rapidly and contain overall costs of development and administration.
A collection of data marts for each of the organization’s program functions can be
considered as an enterprise warehousing solution.

Data Cube.  Data cubes are another form for providing stores of information.  They are
even more focused data stores that provide a fast, precise means for analyzing
information.  They allow information from a data mart, data warehouse or data repository
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to be replicated, restructured, or further filtered to highlight a particular area of concern to
the agency.

Atomic Data Store: Currently, some support organizations are advocating a new
infrastructure pattern for the informational and decision making environment of the data
warehousing architecture.  A permanent store of transformed operational data is
maintained.  In this document it will be referred to as an atomic data store (ADS).
Operational data is extracted on a regular basis from OLTP databases, transformed
according to agency policy and metadata guidelines, and stored in the ADS in a
normalized format.  The ADS can contain historical atomic data for a period of time
defined by the needs of the operational applications or the informational dimensional
stores of data.  The ADS can be built subject area by subject area (not all at once).
Extracts from the ADS for each component of the architecture for reporting or decision
making can be made without impact to performance of the operational applications.
Also, data mining and some structured reporting processing can run against the ADS
without impacting operational application performance.  The ADS can serve as a
backup/recovery store for these decision-making or reporting components.   The benefits
of this approach must be weighed against the time to build and the expense to maintain,
and with the perspective of future needs.

Creating an independent data mart or repository via extracts from operational databases is
an approach that is easy to implement when the requirements for the data mart are simple
or when the first data mart is being created.  However, there are inherent dangers in this
method.  As the number of data extracts increase for additional data stores, data
differences can proliferate.  An increased number of extracts are needed because one
extract is not scalable to cover multiple data stores.  Often data marts require only
summarized data.  A historical store of detailed data is not retained.  Most professional
service groups recommend against this approach.  However, for an organization building
the first repository for information, this approach can work and will avoid the time
required initiating the atomic data store.

Repositories: Literature on this architecture domain often refers to 'Repositories.'  This
term implies a repository containing metadata, or information about data that defines or
describes the warehouse data (data definitions, data aliases, where OLTP and OLAP data
can be found.)  A metadata repository is an important requirement for successful
warehousing of data because it contains all the information about the data and processes
used to populate and access a data store designed for analysis.  Repositories of this type
are included in the Data Management Architecture Domain, and are not defined within
this domain.  However, as the principles will show, this domain assumes the existence of
a metadata repository.

Stores of operational information for analysis can be created using RDBMS’s normally
associated with OLTP processing but with the use of a schema designed to model
multidimensional data and facilitate OLAP-style access.  Typically these are star
schemas, which contains two types of tables: fact and dimension.  The fact tables
contains the measurement data and the dimension tables hold descriptive data.
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RDBMS’s in this category are not included in this domain and software addressed here is
software designed for analysis and decision support functions.

TECHNOLOGY COMPONENTS

ON-LINE ANALYTICAL PROCESSING (OLAP)

The use of computers to analyze an organization's data.

"OLAP" is the most widely used term for multi-dimensional analysis software.  The term
"On-Line Analytical Processing" was developed to distinguish data analysis activities
from "On-Line Transaction Processing," the use of computers to run the on-going
operation of business.  In its broadest usage the term "OLAP" is used as a synonym for
data mart and data warehouse technology.  In a more narrow usage, the term OLAP is
used to refer to the tools used for Multi-Dimensional Analysis.

"Think of an OLAP data structure as a Rubik's Cube of data that users can twist and twirl
in different ways to work through what-if and what-happened scenarios." - Lee The,
Editor, Datamation (May 1995)

Within OLAP, several analysis technologies are available:
•  analysis based on data in a RDBMS, referred to as Relational OLAP or ROLAP,
•  analysis based on data in a multi-dimensional database (MDB), referred to as

            Multi-dimensional OLAP or MOLAP,
•  a hybrid approach that used both ROLAP and MOLAP technology, referred to as

Hybrid OLAP or HOLAP,
•  analysis using client-based files, referred to as Desktop OLAP or DOLAP.

OLAP is an analytical processing technology that creates and presents new information
from existing data through calculation formulas and transformation rules.  OLAP servers
and tools must be able to do the following:

•  Support multiple dimensions and hierarchies within a dimension.
•  Aggregate, summarize, precalculate, and derive data along a single dimension or

set of selected dimensions.
•  Apply calculation logic, formulas, and analytical routines against one or a set of

selected dimensions.
•  Support the concept of an analytical model—a set of selected dimensions and

their elements, calculation logic, formulas, and analytical routines, and
aggregated, summarized, and derived data.

•  Offer a rich library of functions, e.g., financial, marketing, logistics, algebraic,
and statistical.

•  Provide a powerful calculation and comparative analysis capability such as
rankings, comparisons, percentage-to-class, maximum, minimum, averages,
moving averages, period-to-period comparisons and others.



TEXAS DEPARTMENT OF HUMAN SERVICES

Data Warehousing Domain Architecture Page 7 of 17

8/31/1999 Version 1.0

•  Perform cross-dimensional calculations, such as cost-allocations and inter-
agency eliminations or row-level calculations for spreadsheet-oriented
applications, such as profit and loss statements.

•  Offer time-intelligence such as year-to-date, calendar span of a given time
period, current periods, fiscal and internal calendars, moving averages, and
moving totals.

•  Transform one dimension to another dimension.
•  Navigate and analyze using pivot, cross-tabs, drill-down, and roll-up along a

single or multiple dimensions.

Relational On-Line Analytical Processing (ROLAP)

ROLAP products optimize data for multidimensional analysis using standard relational
structures.  ROLAP excels at manipulating large data sets and data acquisition, but is
limited to SQL-based functions.  For complex analytical applications, ROLAP
environments tend to perform poorly.

Multi-Dimensional On-Line Analytical Processing (MOLAP)

MOLAP products use proprietary data structures and query/analysis capabilities for
creating multidimensional databases.  The advantage of MOLAP is its ability to
incorporate algebraic expressions to handle complex matrix-based analytics, which are
awkward in the SQL command languages of relational databases.  The disadvantages are
that performance begins to deteriorate after roughly 50 GB of data.

Hybrid On-Line Analytical Processing (HOLAP)

Hybrid OLAP is a product that can provide multidimensional analysis simultaneously of
data stored in a multidimensional database and in a RDBMS.  Hybrid OLAP is becoming
a popular architecture for server OLAP.

Desktop On-Line Analytical Processing (DOLAP)
Low priced, simple OLAP tools that perform local multidimensional analysis and
presentation of data downloaded to client machines from relational or multidimensional
databases.

DATA MINING TOOLS

Data mining is a process, or methodology, for discovering and extracting previously
unknown patterns of information and trends in large data stores to find useful decision-
making information.  Initially, data mining was called statistical analysis.  Analyzing data
involves the recognition of significant patterns.  Human analysts can see patterns in small
data sets.  Specialized data mining tools are able to find patterns in large amounts of data.
Data mining is needed when the user's questions are more vague and general in nature
and can be the basis for fraud detection.  Data mining should take place entirely on the
server.
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EXTRACT, TRANSFORM, LOAD AND MANAGE TOOLS (ETLM)

The value of operational data for decision-making and other information analysis
depends on the consistent and reliable transformation of the data.   Transformation of
data is generally performed when data is extracted from the operational systems and
includes integrating dissimilar data types and processing calculations.  Understanding the
business usage of this information and the specific business questions to be analyzed and
answered are the keys to determining the transformations necessary to produce the target
database.

Data Extract, Data Transform and Data Cleansing (data hygiene) Tools

These tools extract data from existing operational and external systems, transform the
data, and put the transformed data in a data store.  Data is transformed from transactional
level data into informational through several techniques: filtering, summarizing, merging,
transposing, converting and deriving new values through mathematical and logical
formulas.  Extraction and transformation tools are available that automate these
processes, and, in collaboration with data hygiene and metadata repository tools, prepare
and load the data into the data store.

Cleansing data is based on the principle of populating the data store with quality data,
which is consistent, is of a known, recognized value, and conforms to the business
definition as expressed by the user.  These tools are sometimes referred to as data
scrubbing tools and handle differing data formats between operational and analytical
databases.  For example, they convert product codes to product names and reconcile
differences in naming standards, etc. automatically.  These products also validate data
and make changes appropriate to make data consistent and accurate as possible,
complying with metadata definitions.

BUSINESS INTELLIGENCE TOOLS (INCLUDING AD-HOC QUERY)

Business Intelligence (BI) Tools are software that enables business users to see and use
large amounts of complex data.  Included in this technology are On-Line Analytical
Processing and Data Mining tools, which are listed separately in this document, and
Query Tools.  Query Tools are a type of software that allows the user to ask questions
about patterns or details in the data.  These tools are typically easy to use and graphically
oriented, with point-and-click functionality.  A significant benefit of today's analysis
tools is the ability to quickly and easily put the power of the data in the hands of the
people who can best use it.  These tools provide query, reporting, graphing, trend
analysis, and calculating, and summarizing capabilities.

STRUCTURED REPORTING

Structured reporting tools provide complete reports processed and stored for user access.
These tools also provide users with the ability to pick sets of data from predefined
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criteria, assemble reports at the atomic level with the ease of GUI drag and drop, and
many allow transferring data from one report to another.

USAGE MONITORING

Usage monitoring products can reveal dormant data—data that was included but is not
accessed.  Decisions about removing this data can be made to save load-processing time,
reduce disk usage, and improve overall performance.

PRINCIPLES

Principle 1: Develop subject-specific data marts and data stores focused on
decision-making requirements for program areas to facilitate
information availability to users for decision making.

Justification:

Operational databases designed for OLTP are not designed for decision-making queries.
Subject specific data marts produce results quicker and require fewer IT resources.

Principle 2: Use data stores optimized for dimensional analysis to minimize user
reliance on IT staff for decision support query, analysis and
reporting.

Justification:

When a decision support database (data mart or cube) is properly implemented, end users
can perform their own ad hoc queries and reports.  Reporting tools for use with multi-
dimensional data stores can also be used.  Application developers do not have to develop
programs to anticipate and address each reporting need.  This benefits agency program
areas in reaching timely, knowledgeable decisions, and frees IT to perform more complex
programming activities.

Principle 3: TDHS will purchase and implement a hybrid OLAP technology.

Justification:

This configuration addresses the relative weaknesses of relational data store technology
(ROLAP) and multi-dimensional data store technology (MOLAP), while leveraging their
respective strengths for performance.

Principle 4: Desktop On-Line Analytical Processing (DOLAP) technology may be
used as an alternative solution when a trade-off is required between
quick response to user needs and resource constraints.

Justification:
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DOLAP technology allows a quick start to a requirement for analytical information and
immediate results.  This alternative is valuable when the user pool is a limited number
and a limited amount of data is required.

Principle 5: Data warehousing tools with suite(s) of services should be selected
from industry standard products using industry-proven technologies,
specifically those containing web-enabled options, and open
architectures.

Justification:

Use of suites will reduce integration complexity, ensure a consistent look and feel
(presentation) between data marts, reduce development time and enable development of a
reusable security front-end module.

Principle 6: The user’s interface and access to OLAP services must offer multiple
choices and must leverage the existing know-how of the user and the
embedded knowledge in the OLAP analytical models.

Justification:

The performance of OLAP services must meet the analytical needs of the user so that the
analysis process is smooth and nondisruptive.  Some choices that should be offered to
users include the ability to load OLAP data into spreadsheets and to interface with cube-
navigator tools.

Principle 7: Implementation of a data warehousing architecture at TDHS will
include a plan that includes the eventual development of an atomic
data store of transformed operational data.

Justification:

A store or atomic operation data serves to reduce information latency, to provide a
historical store of detail information, and move component extracts, structured reporting
and data mining activities from the operational environment.  The ADS can be created
incrementally and does not have to be a costly time-consuming project.

Principle 8: Use data transformation tools when building a data store for changing
data types, to replace codes with actual values, to cleanse data,
perform processing calculations, for aggregation of data by time
periods or other ways, and for normalization of data.  This will avoid
any need for specialized data-management programming.

Justification:
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Use of data extraction, transformation, loading and management tools will ensure
consistency and accuracy of data and convert data to a format easily understood by the
data mart users to enhance quality of query results.

Principle 9: A metadata repository should capture extraction, transformation
and summarizing rules for use by data warehousing tools and
data extraction and transformation tools should be selected that
support use of a metadata repository.

Justification:

A metadata repository ensures that all data from all sources meets the same standards
and all data marts use the same rules.  Also, misuse and misunderstanding of data is
avoided.

Principle 10: Transform and cleanse operational data using TDHS data
verification standards.

Justification:

One source of standards will ensure that all data mart projects use the same rules to
ensure integrity and consistency of data.

Principle 11: Dimensional modeling principles (building star schemas) should
be used to build data marts.

Justification:

Data must be structured so it is optimized for queries and reporting performance and
to reduce data complexity for end users.

Principle 12: To enable rapid dimensional data store development,
appropriately skilled teams should be used.  Similar knowledge
should be available in an enterprise-testing group and for ongoing
support of the entity.

Justification:

A team of properly skilled data store developers, and a team of maintenance
developers, will create a sustainable method of development with skill depth.  This
will improve the quality of data store products.  A similar team in the test group will
insure adequate testing by a separate group.

Principle 13: Allow read only access to decision support data.

     Justification:
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Decision support databases should be accessed by end users in a read only mode.
Updates should only occur to the operational (OLTP) source where the data originates.
Updating information in a decision support database has the danger of facilitating the loss
of validity of data.

Principle 14:  Structured queries and standard cubes will be provided when data
marts are created.

Justification:

The use of structured queries and standard cubes will facilitate ease of use for many
customers and reduces the training requirements and skill level requirements for users.
Frequently accessed information and queries are precalculated, summarized, aggregated
and then stored in the OLAP data store.  This provides very fast performance.  This
provides much quicker access to data than producing the information when requested.

Principle 15: Data warehousing development for data analysis requires security
technologies be in place at TDHS to insure flexibility in configuring
for access and a uniform interface for users.

Justification:

Appropriate security technologies will help safeguard the agency's information assets
according to state and federal requirements while establishing a consistent access method
to improve ease of use.

Principle 16: Decision support and analysis repositories should reside on separate
physical servers with TDHS data store-specific configurations, which
are large enough to accommodate data growth, to separate OLAP
processing from OLTP and other end user processing.

Justification:

Resource needs and configuration requirements are different for OLTP and OLAP
applications.  They must be separated for performance, hardware workload management
and optimum recovery planning.

Principle 17: Data warehousing specific testing environment will be available for
an enterprise-testing group.

Justification:

Resource needs and configuration requirements are different for OLTP and OLAP
applications and they must be tested in separate environments to accurately evaluate
performance.
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Principle 18: Access to data stores for analysis will be available via the TDHS
intranet.

Justification:

Availability via the intranet provides these benefits: reduction in network load,
elimination of development of client software, reduction in complexity of applications
residing on desktops, reduction in desktop resources consumed.

Principle 19: Data store projects must be evaluated for disaster recovery needs
during project planning.

Justification:

Early evaluation of disaster recovery requirements will ensure that the project plan is
properly developed and will enable proper planning for needed resources, as well as
helping estimate the TCO of the data mart.

STANDARDS

Published international standards for a data warehousing architecture do not exist at this
time.

PRODUCTS

Technology Standard Product Description
Clementine Server,
5.0.1, SPSS

A rapid development environment
for data mining applications from
data accesses through model
building to solution publishing.

BI/Suite (Business
Intelligence) ,
Hummingbird

BI/Analyze is tool in suite for
data mining.  Enterprise to
desktop.

BusinessMiner,
Business Objects

User can take advantage of
powerful data mining technology
on the desktop.

Data Mining CRISP-DM, a
European
commission project
to define a standard
process model for
carrying out data
mining projects.
Used by most DM
vendors.

Scenario, Cognos Desktop data mining

Extract,
Transform, Load
and Manage
(ETLM)

Trillium Software
System/Trillium

An enterprise-wide, general-
purpose data cleansing software
product that enables organizations
to cleanse all types of legacy and
operational data.



TEXAS DEPARTMENT OF HUMAN SERVICES

Data Warehousing Domain Architecture Page 14 of 17

8/31/1999 Version 1.0

Integrity / Vality A product that uncovers
information buried in free-form
fields, identifies relationships
between data values, reveals
undocumented business practices,
and discovers metadata with its
data analysis, cleansing, and
unique probabilistic and fuzzy
matching capabilities.

PowerCenter
/Informatica

Transforms legacy, relational and
ERP data into information for
strategic business analysis which
includes consolidation, cleansing
and customization of data.

Genio /
Hummingbird

An engine-based data
transformation and exchange tool.
It transforms, cleanses, enriches,
and directs the flow of
information across the entire
spectrum of corporate decision
support systems including data
marts, data warehouses, and
OLAP environments

Passport / Carleton A mainframe extraction tool. It
extract, transform, and validate
operational data into format
required by the new application.
It uses metadata architecture and
graphical user interface.

DataStage / Ardent Uses a central server engine with
functionality add-ons, called
DataStage Plug In Stages. There
are three primary areas, data
access, database bulk loading, and
data transformation with a
standard transformer stage form
performing most data
transformation and mappings, as
well as specific transformation
stages for sorting aggregation.

Warehouse Studio:
PowerStage /Sybase

A suite of tools that provides
open warehousing design and
metadata management
environment that build and
manage data warehousing
components. Warehouse Studio's
PowerStage provides graphical
drag-and-drop environment to
automate the extraction,
transformation and cleansing of
data from multiple operational
sources.
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Actuate .Reporting
Suite 4

A comprehensive package, touts
server based system and faster
delivery of information.

Seagate Crystal
Reports Version 7

Seagate produces other
compatible Business Intelligence
tools, distribution to many
formats.

Brio Report  - Brio
Enterprise 6.0

A full suite of  Business
Intelligence tools, incorporates
graphics in reports

PowerPlay – Cognos Highly centralized full suite of
OLAP tools, supports third party
cubes.

MyErueka! –
Information
Advantage

A full suite of Business
Intelligence tools.  Uses “Hot
Objects” and hyperlinks to access
other objects in the repository.

BI/Query Reports
Hummingbird – Part
of BI/Query Suite

A full suite of Business
intelligence tools.  Touts a short
learning curve

Structured
Reporting

There are no
published standards
for Structured
Reporting.  The
standards included
here were derived
from the best
features found in
products available
and from the data
warehousing
principals.  Some of
the products may not
contain all the
features listed below
but have other
attributes that are
advantageous.
1. Reports reside on
the server –
dedicated if possible
2. Connects with
major databases
3.  Access through
WEB browsers
4. Interactive report
developing tools
5. Page level security
6. Part of suite likely
to be chosen by
TDHS for other
OLAP technologies

MicroStrategy DSS
Agent -Part of
MicroStrategy DSS
Suite

A full suite of Data Warehousing
tools.  Includes Push technology
for the web.

MyEureka! Gives users the answers to
business questions through its
ability to produce all forms of
query and analysis (Query
Engine, OLAP Engines (MOLAP,
ROLAP, DOLAP)

Microsoft OLAP
Services

New component of SQL Server
7.0.  Includes a middle-tier server
that enables users to perform
sophisticated analyses on large
volumes of data.  Data sources
can include any OLD DB
provider, such as Oracle, DB2,
other relational databases and flat
files.  Supports ROLAP and
MOLAP.

Business
Intelligence (BI)
Tools/OLAP,
ROLAP, MOLAP

Oracle Express OLAP platform that enables rapid
deployment of advanced analytic
applications.  Supports ROLAP
and MOLAP.
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Seagate Holos Development environment
designed for building multi-
dimensional OLAP applications.
Well-suited for the development
of custom decision-support
applications.  Supports ROLAP
and MOLAP.

Applix TM1 Provides the enterprise with a
platform for sophisticated, real-
time business analysis for
mission-critical financial,
operational and customer
relationship metrics. Supports
ROLAP and MOLAP.

Cognos Suite With PowerPlay for
multidimensional analysis and
reporting; Impromptu for
querying transaction level details;
Scenario for automated analysis
of patterns and relationships; and
4Thought for predictive
modeling.  A universal OLAP
solution, scalable, supports third-
party cubes.

Brio One Suite Integrated BI platform for the
web-enabled e-enterprise.  A
combination of strengths of Brio
and SQRUBE in BI, enterprise
reporting and enterprise
information portal software.

Business Objects Integrated product line enables
access, analysis and sharing of
information stored in operational
databases.  Provides a suite of
decision support tools, scalable to
20,000 users.

Hummingbird BI
Suite

Includes an enterprise OLAP
application that can access
relational data or multi-
dimensional data, an enterprise
query and reporting application, a
thin client solution over the web,
and an application server to
manage security, scheduling,
distribution, notification and
administration.

Usage Monitoring Usage Tracker, Pine
Cone Systems

Tracks activity against data
warehousing components.
Analyzes and reports on active
and dormant data items and usage
patterns.  Stores usage data in
relational tables.  Runs in real-
time or near real-time.  Supports
Oracle, Informix, and Sybase.
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Activity Tracker,
Pine Cone Systems

Monitors query activity in real-
time for advance notification of
potential problems.  Offers
flexible playback and reporting
features.  Runs on demand or
continuously.  Supports Oracle,
Informix, and Sybase.

ISight, Teleran Monitors information access and
system resource usage.  Identifies
query patterns and infrequently
used data items.  Recommends
query and database
improvements.  Includes Brio
Query for additional ad hoc
analysis.  Runs in real-time.
Supports Oracle, Informix,
Sybase, and web-based
architectures.

IGuard, Teleran Implements business policies for
data access.  Prevents runaway
queries.  Adds row level data
security and privacy.  Supports
Oracle, Informix, Sybase, and
web-based architectures.
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MISSION

The Internet Domain defines the technologies, standards, and guidelines for seamless,
platform-independent business communications, electronic commerce and controlled
secure universal access to business information using IP technologies.

This is considered an “integration domain”.  An “integration domain” is a set of
technologies that crosses, or intersects, with “standard domains” such as:

•  Data

•  Middleware

•  Network

•  Platform

•  Systems Management

Consequently, some of the sub-components of this Domain may only reference other
pre-defined Domains.  In any event, the principles for decision making within this
domain MUST also be filtered through these “standard domain” principles, in
addition to the conceptual architecture principles.

INTRODUCTION/BACKGROUND

“The Internet/intranet will evolve from a passive publishing medium to an interactive
computing environment that redefines and expands beyond client/server computing
models and into transaction processing and electronic commerce” - Gartner Group.

IP technologies are replacing and supplanting traditional technologies and the use of
these technologies is producing an undeniable change in the way that companies do
business with each other and their customers.  Due to the integrated nature of IP
technologies we will treat the solution as a whole (Internet) rather than as individual
parts (Internet, Intranet and Extranet).

For our purposes, the use of the phrase “IP technologies” covers the use of Internet,
Intranet and Extranet.  Where appropriate, the individual term may be applied to
delineate a subtle difference in the application of IP technologies, whether externally-
focused (Internet/Extranet) or internally-focused (Intranet).  It’s also important to
note that the use of the term “web” is commonly interchangeable and supports each of
the permutations of IP-based technologies.

The advent of IP technology usage, in recent years, has made electronic commerce
and communication faster, cheaper and more attainable, particularly for business
enterprises.  The Internet is becoming the primary network used for communication
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with the public, business partners and customers.  IP technologies enable end-user
control of information by empowering individuals and workgroups to access data
when and where they need it rather than depending on intermediaries.

The use of IP technologies has emerged as a credible alternative to traditional client-
server; they are more cost effective, and offer universal access. The technology can
deliver information to a heterogeneous distributed customer base without the cost and
complexity of client-side software development, installation and management.  IP-
based enterprise computing can allow TDHS’ MIS to bring together disparate
systems into a single, manageable environment (i.e., the browser interface) that
facilitates business processes.  Today's solutions are effective for disseminating static
information, transaction processing or accessing a database.  In general, enterprise
applications demand five key requirements:

•  Transactional Integrity

•  Scaleable Performance

•  Robustness

•  Interoperability

•  Security

Alternative accesses to information and services may be required.

INTERNET

In deploying externally facing IP-based applications, IT professionals face several
key challenges as compared with deploying internally facing IP-based applications.
Externally facing IP-based applications:

•  Require accessibility – IP-based applications should be able to deliver information
in the appropriate format to various browser types and versions

•  Require increased usability - IP-based applications should be designed and tested
for use in different environments

•  Require increased scalability - Since the number of users accessing IP-based
applications cannot be predicted, the applications should be scaleable

•  Demand higher security - Since IP-based applications are available to the public,
the application environment should provide a high degree of security and
transaction integrity
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•  Demand maximum availability and reliability - Since IP-based applications will
be utilized outside TDHS, these users will accept only minimal downtime

•  Require site integrity - TDHS must ensure the integrity of its data accessible from
the Internet, as well as the accuracy of any references and pointers.

INTRANET

An Intranet consists of the enterprise network and the enterprise applications that
exist behind the enterprise security “firewall.”  The use of IP-based technologies for
internal computing solutions allows TDHS’ MIS to bring together disparate systems
into a single, manageable environment (i.e., the browser interface) that facilitates
business processes.  In deploying such technology, IT professionals face several key
challenges - the biggest being the marriage of IP-based enterprise computing with
existing enterprise applications.  To take advantage of this new paradigm, IT
professionals must integrate IP-based solutions without having to re-architect their IT
applications and database infrastructure.

While the use of IP-based technologies internal to TDHS is the critical infrastructure
for powerful communication, the real promise of such solutions lies in providing
timely access to current information.  To create and distribute this timely information,
a wide range of people within the organization must have the necessary, easy to use,
tools available to them.  New development tools for IP-based solutions must work
with existing formats (for example, integrated with installed/legacy desktop word
processing, spreadsheet, database, etc. tools).

Consistent with one of TDHS’ critical business drivers, the use of IP-based
technologies enables the sharing of information throughout the enterprise and allows
the users to access information directly.  The web browser can deliver information to
a heterogeneous distributed employee base without the cost and complexity of client-
side software development, installation and management.  The web browser can also
provide the same look and feel user interface to the legacy systems.
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The integration of these components can be configured as indicated in Figure  below:
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Figure 1 - Sample Configuration1

In this n-tier architecture the business logic is located in the application server and it
is loosely coupled.  Benefits of loosely coupled architectures include promoting
encapsulation of processes, asynchronous communication (e.g., not dependent upon
another process) and maintainability.  The application server generates the HTML
page dynamically and delivers it to the client.  The client application (browser) can
also communicate directly with the application server by using an Internet protocol,
such as the Internet Inter-ORB Protocol (IIOP), to bypass the limitations of the web
server protocols.

It’s important to recognize the difference between the use of IP-based technologies
for an internal network versus external connectivity.  These three significant
differences are:

1. The physical architecture for external connectivity requires a robust firewall
between the external customer client and services providing access to sensitive
and confidential data.  This is not as critical in the internal network environment
where the end-users are employees; however, information may require
confidentiality, resulting in a requirement for internal firewalls.

2. Application development for the external users can not assume the existence of
high-speed, network connections.

                                                

1 Firewalls are required to protect any of the indicated services, unless the entire configuration is considered as
sacrificial.  Applications may run on any of the servers, in the multi-tier environment, the application may be
functionally resident on servers  indicated in the chart as well as protected servers elsewhere
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3. Application development to support access externally should support multiple
browsers and versions.  The internal network must support only the enterprise
standard browser.

TECHNOLOGY COMPONENTS

The sub-components of this Domain include:

•  Browser

•  Server software (Mail, Web, News, Proxy, Applications, Streaming Media, FTP))

•  Search engines

•  Authoring tools (Content Development and Management)

•  Firewall

•  Development languages

•  Development tools

•  Middleware & Data Interaction

•  Security/Encryption

•  Electronic Data Interchange

PRINCIPLES

These principles are general statements agreed to by TDHS that serve as a starting
point for the evaluation, selection, acquisition, deployment and management of IP-
based technologies.  These principles are general for the Domain and each of the sub-
components.

Principle 1: Choose standards that are open, pervasive and industry
proven/mainstream, whenever possible

Justification

These technologies are in a state of flux.  Choosing non-industry proven/non-
mainstream systems, in lieu of open, may come at a higher cost to transfer to an open
standard at a later date.

Principle 2: Access to applications and data is secure, based upon business
needs
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Justification

Security is an important element in the design of any solution, especially when the
solution interfaces with an external network where security risks are paramount.
Access to TDHS client information needs to be secure based on legal right to
information and/or client confidentiality requirements.

Principle 3: Internet-based solutions should be portable across server
platforms identified in the Conceptual Architecture

Justification

The reasoning in this principle is derived from the need to provide an adaptive
infrastructure that can change as technologies shift or as the business
requires a quick solution.

Principle 4: Internet-based solutions should consider available bandwidth and
end user capability

Justification

External users of these technologies may not be able to access content or applications
at the same speed.  One must be cognizant of varying capabilities.

Principle 5: Internet-based solutions should conform to TDHS guidelines for
usability

Justification

Guidelines must be created to provide a usable, efficient and intuitive interface to
content and applications.

Principle 6: The principles for decision making within this domain MUST also
be filtered through these “standard domain” principles, in
addition to the conceptual architecture principles

Justification

As an “integration domain”, this domain must interact with each of the principles
across domain intersection points as well as support the over-arching conceptual
architecture principles.
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STANDARDS

Given the integrated nature of each of the sub-components in this domain, standards
are set at the sub-component level.

BROWSERS

INTRODUCTION AND BACKGROUND

A web browser is a program which requests World Wide Web (WWW) documents
from a Web Server, and displays these documents on a workstation screen.  Browser
technology provides an easy tool for navigating and viewing information.

The support of backward compatibility for older versions, non-JavaScript browsers
and browsers with JavaScript turned off, is important.  Many users have not yet
upgraded to the latest version and continue to use previous versions of Navigator or
Internet Explorer.  Some users are browsing from behind firewalls that disable
JavaScript.  Users with disabilities (particularly the non-sighted) may be using text-
only browsers capable of voice or Braille transcription of the text.

For internal usage, the browser is specified at the enterprise level so many of the
considerations in the prior paragraphs do not pertain.  The provider of solutions
internally will know that target environment; externally, however, one must anticipate
the use of many different browsers.

PRINCIPLES

Principle 7: Use commercially available browsers rather than building a
functionally equivalent product

Justification

This approach is consistent with the conceptual architecture principle, “Buy for
comparative parity and Build for competitive advantage”.  Time wasted in “re-
inventing the wheel” can best be used to build business functionality.

Principle 8: Define the supported browser platform (vendors and versions)

Justification

There are a wide number of shareware and freeware browser packages available on a
number of platforms.  Although Microsoft and Netscape currently hold the major
market share for this space, the versions that are available for interaction varies with
the location and type of computer system deployed.  However, it is also important to
create a common suite of application tools that support a target environment.
Depending on the target environment, the set of supported browsers can be wide or
narrow.
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Principle 9: The internally used browser must be supported by the desktop
platform as described in the Platforms and Middleware Domain.

Justification

As noted in principle 12, the need here is to provide the platform and middleware
domain an adaptive range in shifting with technology trends.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 1: The internal product standard that supports these principles is
Microsoft Internet Explorer 4.01

A candidate for a new internal product standard should provide the following
technologies:

•  Supports plug-ins (for example Shockwave, RealAudio)
•  Support latest accepted encryption standard (for example 128 bit encryption)
•  JAVA (JDK 1.1 - Sun)
•  RFC 821/STD 10 - Simple Mail Transfer Protocol
•  RFC 2068 - Hypertext Transfer Protocol -- HTTP/1.1
•  RFC-1866: 1995, Hypertext Markup Language (HTML), Internet Version 2.0 
•  HTTP-S/SSL
•  RFC 977 - Network News Transfer Protocol
•  Cascading Style Sheets (CSS1 -RFC 2318 and CSSP)
•  JavaScript (ECMA-262)
•  Transmission Control Protocol/Internet Protocol (TCP/IP)

It is important to follow these technology trends:

•  New browser versions

•  HTML

•  XML

•  DHTML

The next review cycle for this standard is 6 months.
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SERVER SOFTWARE

INTRODUCTION AND BACKGROUND

Internet/intranet server provides a wide range of services to the enterprise. Internet
server software enables centralized web information sharing and Internet messaging.
It controls and monitors user access to the web server content.

TECHNOLOGY COMPONENTS

Based on the service it provides the server can be logically classified as follows
(multiple logical functions may be contained in a single platform):

•  Web Server

•  Proxy Server

•  News/Mail Server

•  Application Server

•  File Transfer Server

•  Streaming Media Server

PRINCIPLES

Principle 10: Servers will be assigned and configured based on functional
requirements

Justification

There are a number of IP-based server solutions, some of which have been noted
above.  Although these systems can be co-located on the same physical server they
should be configured to maximize the available resources on the network platform.
This principle is consistent with the Platform principle, “Design servers with a bias
toward granularity”.

Principle 11: The server software selected shall use documented Application
Programming Interfaces (APIs)

Justification

It is important that the selected solutions use documented API’s, in order to avoid the
use of proprietary coding practices.

Principle 12: The server software selected shall integrate with the Platform &
Middleware and Enterprise Technology Management Domain
architectures.
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Justification

The servers will adhere to the principles in the Platform and Middleware Domain
architecture and will be managed by the Enterprise Technology Management Domain
solutions.

Principle 13: The server software selected shall support diagnostic and tracking
tools

Justification

Management, troubleshooting and security must be supported.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 2: Web Server - Microsoft Internet Information Server (IIS) 4.0

Standards 3: Proxy Server - Microsoft Proxy Server 2.0

Standards 4: News/Mail Server - Microsoft Exchange 5.5

Standards 5: Application Server – Cold Fusion, MTS, SilverStream

Standards 6: FTP Server - Microsoft IIS 4.0

Standards 7: Streaming Media Server – Microsoft Windows NT Media
Services 4.0

Sub-component Description Standard
Platform Supported : Windows-NT
(Refer to Network
Domain/Platform & Middleware
Domain)
Security Protocols Supported:
•  Secure Sockets Layer (SSL) v3.0
•  Secure Hypertext Transfer

Protocol (S-HTTP)
•  Secure Electronic Transactions

(SET)

Web Server
Software

The web server receives
requests from clients and
provides responses to these
requests through HTML pages
or files.
Services supported include (not
meant to be all inclusive):

Must be capable of IP filtering
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Protocols Supported:
•  Supports Hypertext Transfer

Protocol (HTTP)
•  File Transfer Protocol (FTP)
•  CORBA/IIOP (Internet Inter-

ORB Protocol)
•  COM/DCOM
Supports:
•  Common Gateway Interface

(CGI) Script
•  Active Server Pages (ASP)
•  ISAPI
Platform Supported : Windows-NT
(Refer to Network
Domain/Platform & Middleware
Domain)
Supports File Transfer Protocol
(FTP) and HTTP/S-HTTP Cache
Supports automatic load balancing
and fail over

Proxy Server
Software

The proxy server provides
caching and filtering of Internet
content.

Supports URL Filtering and content
filtering based on Multipurpose
Internet Mail Extensions (MIME)
Platform supported: Windows-NT
(Refer to Network
Domain/Platform & Middleware
Domain)

News/Mail Server
Software

The news/mail server provides
high performance, high
reliability messaging services.

Standards supported:
•  Simple Mail Transfer Protocol

(SMTP)
•  Post Office Protocol 3 (POP3)
•  Internet Message Access

Protocol (IMAP4)
•  Multipurpose Internet Mail

Extension (MIME)
•  Network News Transfer

Protocol (NNTP).
•  Pretty Good Privacy (PGP)

Application Server The Application server provides
high performance, high
reliability messaging services
and pass through access to
databases.
It maintains state and manages
connections.  It assembles data,

Standards supported:
•  JAVA
•  HTML
•  DHTML
•  IIOP
•  TCP/IP
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HTML, and Java into pages that
form the applications.

•  HTTP
•  ASP
•  Java Beans
•  CORBA
•  DCOM
•  Platforms supported

Windows NT
UNIX
Mainframe

File Transfer
Server

The FTP server provides file
transfer functions.

Supports File Transfer Protocol
(FTP)

Streaming Media
Server

Provides unicast and multicast
of audio, video and other
media.

Advanced Streaming Format (ASF)

It is important to follow these technology trends:

•  CORBA/IIOP (Internet Inter-ORB Protocol) vs. COM/DCOM

•  RMI/IIOP

•  Java Beans vs. COM/DCOM

•  EJB (Enterprise Java Beans)

•  Microsoft - BackOffice Suite, Site Server

•  Video Conferencing Standards

•  Multimedia Standards

•  Additional research areas: IRC/Chat, Bulletin Boards/threaded discussion groups

•  Active Server Pages (ASP)

The next review cycle for this standard is 6 months.

SEARCH ENGINES

INTRODUCTION AND BACKGROUND

A search engine is used to quickly find out where information is located on a web
server.  It allows a user to find information based on his/her own search criteria,
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rather than using pre-defined paths.  It presents a common interface to all sources of
information on web servers.

The search engine has two components:

•  Collection component - Collects content in the form of web pages, files and
databases and creates an indexed database.

•  Search component - Allows the user to enter the search criteria and it presents the
results in a manageable fashion. The results are usually presented with a ranking
of the quality of the match to the entered search criteria and with a document
summary to help the user select the relevant document(s).

In designing an external web site, developers must ensure that the site is adequately
indexed.  When indexed appropriately, any external search engine (e.g., Infoseek,
Alta Vista, and HotBot) is capable of returning results from an end-users search
request.

If there is a requirement for a specialized search engine for a specific application,
there are similar commercially available products for use internally.

PRINCIPLES

Principle 14: Minimize the number of searches required for locating
information throughout the site or application

Justification

The more indices that are specific to particular known search criteria, the greater the
opportunity that the user community will find this service useful.  Each search engine
has its own unique properties for providing this functionality.  The trade-off must be
based upon this principle.

Principle 15: All changes to the publicly accessible content site may be
published to major search engines to assist in finding content on
the site

Justification

The entry points to the publicly accessible sites must be accessible from the major
search engines.

Principle 16: The internal search engine shall allow free-form location of
content

Justification
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The internal search engine must not require all content to be co-located with the
search engine itself.  This provides greater flexibility for the platform & middleware
and network domains in providing document stores for the user community.

Principle 17: The software must be capable of handling TDHS enterprise
volumes

Justification

Volumes may shift and move as servers are brought online or consolidated.  As the
volume of possible information increases, or decreases, the engine must be capable of
supporting searches across these information stores.

Principle 18: Search engines must support a natural language interface to enter
queries

Justification

Although computer professionals, and perhaps a few other professions, are familiar
with Boolean logic and functionality, it must not be assumed that others are equally
familiar.  Providing such an interface increases the usefulness of the search engine for
internal and Extranet functionality.

Principle 19: Search engines must be capable of indexing given keywords
outside the main document text

Justification

In order to support the use of search engines, this principle coincides with general
thoughts in the area of Library Science.  As such, it is important to be able to group
like sets of information in various taxonomies that are pertinent and understood by
the business.  This data may not always be explicit within the document that is related
to another topic.

Principle 20: Search Engines must provide for document and web server
exclusion

Justification

The company may not all information accessible at all times.  In this case, the engine
will be to exclude particular information stores and particular documents within a
document store from search capability by a particular user of application function.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 8: Candidates may include:
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•  Ultraseek, by Infoseek

•  Excite, by Excite

•  Verity, by Verity

•  Index Server and Site Server, by Microsoft

It is important to follow these technology trends:

•  Natural Language interface

•  Search in native file formats

•  Multiple language support

•  Search heuristics (the ability to quickly and accurately produce what the user is
looking for)

•  Network search capabilities (e.g., peer-to-peer)

•  Full Tex Search (as it relates to relational databases)

The next review cycle for this standard is 6 months.

AUTHORING TOOLS

INTRODUCTION AND BACKGROUND

Authoring tools for the web aid in the creation of web site content (i.e., web pages). A
web page is an HTML document with references to files containing (not necessarily
visible) elements such as:
•  Images

•  Video

•  Sound

•  Downloadable documents, (i.e., Adobe Acrobat files).

•  Code to be executed on the client (i.e., Java, ActiveX or Shockwave files).

The web authoring tools allow the creation of HTML documents and incorporation of
the elements mentioned above. They offer the following benefits:

•  Make it easy to establish a consistent look and feel for the whole site, by
consistently using elements such as navigation bars, backgrounds and hyperlinks
for all pages.
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•  Allow link management, such as moving pages without breaking any links, or
showing a graphical map of the entire site.

•  Allow editing of images, such as scaling, cropping, and beveling.

•  Allow visual editing of pages, minimizing the need to do manual HTML coding.

•  Allow the incorporation of animation

When developing for the Internet/intranet, some of the products may introduce
overhead and proprietary tags into the code.  This may negatively impact
performance when traversing slow (<28.8 KBPS) network Internet connections and
may create compatibility problems between various browser-types.

TECHNOLOGY COMPONENTS

Identifies and defines the technical components supporting the sub-component
architecture.

! Basic Content Development Tools

! Advanced Content Development Tools

PRINCIPLES

Principle 21: Simple content authoring tools may be used for department level
content management

Justification

Department level control of basic content is an important concept that shifts
responsibility from MIS to the department levels.  The use of such tools will provide
greater flexibility for these individuals to develop and manage their own content.

Principle 22: Advanced content authoring tools may be used for advanced users
who will abide by development and deployment management rules
and processes set by MIS

Justification

As department level content managers become more sophisticated, they may wish to
add more functionality for simple departmental solutions.  However, the use of such
tools will mean that applications may be deployed on MIS managed computing
resources.  In order to avoid conflicts, these tools must be in compliance with MIS
governance processes and the MIS architecture.
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SUGGESTED STANDARDS FOR CONSIDERATION

Standards 9: Candidates may include:

•  Office, by Microsoft

•  FrontPage, by Microsoft

•  HomeSite, by Allaire

•  MapThis (freeware)

•  HTML Validator, by CSE (shareware)

•  Acrobat, by Adobe

•  Photoshop, by Adobe

•  Illustrator, by Adobe

•  ImageReady, by Adobe

•  PageMaker, by Adobe

•  AuthorWare, by Macromedia

•  NetObjects, by Net Fusion

Figure 2, below, illustrates the relationship between simple content authoring tools,
advanced tools and application development tools:



TEXAS DEPARTMENT OF HUMAN SERVICES

Internet Architecture Page 18 of 33

8/31/1999 Version 1.0

Development Tools
Simple Content Tools Advanced Content Tools Application Development Tools

Authoring Tools

Office

Frontpage

HomeSite

Pagemaker

MapThis

Acrobat

HTML
Validator

Photoshop

Illustrator

AuthorWare

Visual InterDev

WebHub
NetObjects

Figure 1 – Authoring vs. Development Tools2.

Sub-component Description Standard
Easy to use and learn
HTML must be produced as a by
product  of the personal productivity
suite
Must be able to produce file formats
acceptable to webmaster tools

Content Tools Content tools produce
documents and files that can be
used by webmaster tools

Allow visual editing of pages to
minimize the need to manual code
HTML

                                                

2 Development Tools are described later in this document
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Must support the following standards:
•  HTML (Hypertext Markup

Language)
•  DHTML (Dynamic Hypertext

Markup Language)
•  XML (eXtensible Markup

Language
•  CSS (Cascading Style Sheets)
Must support link management
Must support version control

Advanced Tools Advanced tools are utilized by
personnel that have a
fundamental understanding of
HTML to prepare web pages for
publication

Multi-media support. Ability to
include various objects such as audio,
video, Java, and ActiveX objects

It is important to follow these technology trends:

•  DHTML

•  XML

The next review cycle for this standard is 6 months.

APPLICATION DEVELOPMENT LANGUAGE

INTRODUCTION AND BACKGROUND

Development languages are tools used for developing enterprise applications.  In the
Internet/intranet where the data is delivered to the user statically (HTML) and
dynamically (applet) from the server, the language should support features to secure
transmission of code, windows rich functionality and communication with the
browser. Since each of these features are not addressed by any particular development
language and each language has unique features that set them apart from each other, it
may be necessary to have a selection of development languages.  In addition to
supporting the Application Domain principles, these principles are also important to
guide the evaluation, selection, design, construction, and implementation of
development languages.

PRINCIPLES

Principle 23: The number of languages for any solution will be minimized to
reduce maintenance complexity

Justification

When developing for any solution in this technology space, no one language will
provide all functionality for the developed solution.  Given the nature of this n-tier
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approach to solution development, it is important to consider the increased level of
maintenance complexity if multiple languages are used.  However, in most instances,
this will be unavoidable.  Minimizing the number of languages will mitigate this risk.

Principle 24: Whenever possible, use industry proven/mainstream languages

Justification

In order to provide an adaptive range in the architecture, avoiding the use of
proprietary languages may provide greater flexibility in shifting to other solutions, as
these technologies become more mature and stable.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 10: The languages that support this standard include:

•  Java

•  JavaScript

•  Visual Basic

•  VB Script

•  SQL

•  C/C++

It is important to follow these technology trends:

•  Java standards

•  JavaScript standards

•  Browser based languages

•  Application server languages

•  Database server language

•  Application Programming Interfaces (e.g. ODBC, JDBC)

•  HTML
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APPLICATION DEVELOPMENT TOOLS

INTRODUCTION AND BACKGROUND

Development tools, in this context, allow building and executing of complete
applications for the IP-technology applications.  Such applications must scale to meet
increased usage while maintaining fast response times regardless of the number of
users.  In this environment, deployment is instantaneous because the application
business rules reside primarily on the server and client code is downloaded upon
request, automatically updating the client interface as well.  Development tools
simplify this process and reduce development time.  Development tools allow
developers to web-enable current enterprise applications and re-use the business logic
already developed for the applications.  There are different tools for different classes
of applications.  High-end tools are able to handle even the most demanding business
enterprise requirements.  They enable the development of applications that are highly
reliable, scaleable, available and are able to handle a high transaction volume.  Please
see Figure 2 for the relationship between application development tools and other
content authoring tools.  In addition to supporting the Application Domain principles,
these principles are also important to guide the evaluation, selection, design,
construction, and implementation of development tools.

PRINCIPLES

Principle 25: Selected tool shall integrate with version control systems

Justification

Application development management and software engineering principles require
the use of version control systems for effective control.  The use of an application
development tool in this technology space should not be treated any differently.

Principle 26: Selected tool shall interact with testing tools

Justification

Application development management and software engineering principles require
the use of testing tool interaction for effective control.  The use of an application
development tool in this technology space should not be treated any differently.

Principle 27: Selected tool shall support enterprise-wide transactional
application development

Justification

In order to provide the solutions capable of meeting enterprise needs, the selected tool
must support transaction-based development.
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Principle 28: Selected tool shall support the enterprise (multiple development
language components, middleware and data repositories, etc.)

Justification

When developing for any solution in this technology space, no one language will
provide all functionality for the developed solution.  Given the nature of this n-tier
approach to solution development, it is important to select a tool that supports the use
of multiple languages in order to support the entire solution, end-to-end.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 11: The internal product standard that supports these principles is
SilverStream Application Server 2.5.1 and Visual InterDev.

It is important to follow these technology trends:

•  Java, JavaScript, Visual Basic and C/C++ development and testing tools

•  Application server IDEs

MIDDLEWARE AND DATA INTERACTION

INTRODUCTION AND BACKGROUND

Middleware is more commonly and narrowly defined as the network aware system
software, layered between an application, the operating system and the network
transport layers, whose purpose is to facilitate some aspect of cooperative processing
between the application and the data.  Examples of cooperative middleware include
directory services, message passing mechanisms, distributed transaction processing
(TP) monitors, object request brokers, remote procedure call (RPC) services and
database gateways.

Data Interaction is governed through the platform & middleware domain principles as
well as the existing data management domain principles.

PRINCIPLES

These principles are important to guide the evaluation, selection, design, construction,
and implementation with respect to the Internet Domain.  The Internet Domain will
ascent to governance in this area by the principles in both the data and middleware
domains.  Only two explicit principles have been created to govern the relationship
between this sub-component and the domains with which they intersect:

Principle 29: Seek to leverage a common data store and do not replicate data
stores to web servers when it is not necessary
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Justification

This principle supports the principles within the Data Management Domain and
serves as an explicit reminder to not replicate data or build additional data
repositories, or batch interfaces for the movement of data, when it is not necessary.

Principle 30: Select tools and solutions that interact with and support the
principles of the data & middleware domains

Justification

This domain is an “integration domain”.  Rather than create specific middleware
solutions that are extant from the rest of the enterprise, we will seek to leverage that
which is already created in these other domain areas.

SUGGESTED STANDARDS FOR CONSIDERATION

Standards 12: Potential Technologies

•  Microsoft Transaction Server (MTS

•  Microsoft Messaging Queue (MSMQ)

•  Microsoft Data Access Components

•  Internet Server API (ISAPI)

•  Common Gateway Interface (CGI)

•  NSAPI

•  Jconnect

•  Tuxedo

RELEVANT META GROUP TRENDS FOR THIS DOMAIN

The emergence of the Internet as a mainstream corporate tool has important
implications for TDHS.  One of the most profound is the impact that Internet-based
technology is having on network computing.  The basic technology that is used in the
Internet community is highly transportable and is increasingly implemented for
internal corporate networks or virtual private networks (VPN).  Corporations are
moving towards VPN’s that look, feel and operate identically to the applications and
services found on the Internet, all within a private corporately-owned and secure
Intranet.  The transportability of Internet technology means that advances in the
commercial Internet community are directly and immediately applicable to TDHS
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information technology systems.  This permits TDHS to leverage the immense
investments taking place in technology.

The network-computing model has radically changed in the last five years, primarily
driven by the technology standards of the Internet.  Internal corporate LANs and
WANs are increasingly using IP-based application servers and database servers to
provide enterprise-wide information via a simple browser available on every user's
computer.  In the next few years, it will be common throughout industry to see web
and Internet based technology used everywhere throughout the corporate IT
infrastructure.  In addition to the widespread use of Internet technology at the
corporate level, intranets can be developed for much smaller organizations such as
office workgroups or distributed Communities of Interest (COIs).  Internet-based
technology is readily scaleable to organizational requirements.

Another advantage of Internet-based technology is that products and services are
available that are based on open, industry-wide standards, rather than vendor-
proprietary solutions.  This increases the interoperability of different vendors
offerings and eases the integration of new technology into the corporate IT
infrastructure.  Industry standards also lead to a standardized infrastructure that
allows centralized management of corporate applications, reducing operations and
maintenance costs.

Over time it is highly probable that Internet technology will permeate many, if not all,
of TDHS’ IT functions.  It will have an impact on client applications, databases and
application servers, and the network itself.  Perhaps most significant is the impact
Internet technology will have on application (i.e. business) logic.  The use of a
browser as a universal client interface, rather than the traditional client-server
topologies of the past, is a significant change.  While some tools such as office
productivity applications (word processing, spreadsheets, etc.) may remain on the
user's computer, the browser will become the predominant user interface for network-
based applications.

Internet-based tools and services are available from a large and growing number of
vendors, the basic foundation, the browser and web server, of intranet workgroup and
enterprise systems is currently dominated by three players − Microsoft, Netscape, and
IBM/Lotus.  While differences in their product offerings exist, Gartner Group has
predicted that in 1999, Netscape, Microsoft, and IBM/Lotus will achieve functional
and architectural “gross” parity for Internet and Intranet systems.  Other vendors will
offer varied solutions that fit in many parts of a corporate Intranet infrastructure, but
compliance and/or interoperability with the “big three” will be mandatory to be a
player in the Intranet arena.  TDHS, as with all corporate organizations, must be
aware of the developments in this area in order to capitalize on the evolving Internet
standards for common directory services, database transactions, security, information
publication and dissemination.
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A related trend is being seen in information security technology in which secure
network transactions are proliferating across the value chain of the business and not
just within localized, internal, systems.  In the past, organizations wanting to
implement secure networks procured C2 level (or higher) operating systems, built
private physically isolated networks, and used private key encryption to secure
vulnerable links.  However, with the proliferation of the Internet in the area of
commerce, a revolution is occurring in the information security area.  The use of the
Internet to carry proprietary corporate data and provide electronic commerce on an
open and uncontrolled network in which there is real hacker threat is generating a
variety of new methods for securing data.  Because of the transportability of Internet
technology, these security tools can be used within private networks such as TDHS’.
Information security is often the biggest hurdle (both technologically and politically)
in implementing new technology.  The commercial focus on providing products with
robust security will broaden TDHS’ choices has when considering COTS solutions,
and will provide new options for developing security policy.  Some of the information
security areas that are becoming mainstream commercial technologies are:

•  Strong Encryption

•  Secure Communities of Interest (COIs)

•  Authentication and Access Control (including biometrics and smartcard)

•  Auditing & Reporting

•  Data Integrity

•  Digital Signatures

•  Centralized Security Administration

•  Remote/Traveling Users

•  Unitary Login

•  Infrastructure Protection/Defense

There is also a significant focus on developing common standards for security
mechanisms to promote interoperability among different products, while maintaining
a secure profile.  While TDHS may have simple security requirements in relation to
those of, say, the CIA or the FBI, it is important to note that these organizations rely
upon commercially available Information Security technology.  Any concerns that
such security would not support TDHS’ needs are not founded.

The following numbered list represents a number of pertinent technology trends from
META Group, Inc., considered during the development of this document:
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1. While most near-term Global 2000 EC strategies will target value chain initiatives
(procurement, EDI/XML, externalization, dynamic trading network evolution,
extranets, business collaboration), complex sell-side (e.g., web branding,
affiliations, order management, web-based distribution) and customer
relationship-focused efforts (e.g., bill payment/presentment, multibrand
communities, integrated self-service) initiated in 1999/2000 will drive investment
through 2003.

2. By 2002, 70% of the G2000 will have formulated portal strategies or aligned with
a major Internet portal (e.g., Yahoo, AOL, Microsoft) and multiple “portlets”
(e.g., Amazon, InsWeb, Travelocity). Portals will provide extended business and
consumer services (e.g., bill payment, service/goods brokering), resulting in
significant transactional revenue (adding to advertising and “presence leasing”
revenue) by 2003/04.

3. Personalized and customized relationships, derived from integrated back-office
(legacy, ERM, data marts, etc.) and front-office (call center, web, TV/radio,
paper, POS) interactions, will be standard within customer relationship
management architectures by 2002. Externalization capabilities (EPI, workflow,
middleware, etc.) will enable organizations to enhance relationships with both
consumers and trading partners, while supporting application and intermediary
interactivity.

4. Through 2002/03, procurement operations will be segmented and automated via
numerous Electronic Commerce (EC) tools (increasingly integrating e-forms,
workflow, content comparison/aggregation, payment, EDI/XML, etc.) and
providers (sourcing negotiation, application, and integration services, plus
forming buying/selling communities). Improvements will appear as
“customerization” facilities, enabling organizational, functional, and personal
specificity.

5. By 2002, knowledge management (KM) principles (e.g., collaboration,
innovation) will permeate G2000 strategy. However, more than 90% of the
G2000 will recast KM efforts as portals, delivering personalized, in-context
information (culled from internal/external sources), tasks, and resource
availability (human or automated). Implementations will focus on competitive
intelligence/marketing, sales/service automation, research and development, and
customer/partner interaction.

6. Increased emphasis on compound document management (CDM) services as
infrastructure will drive organizations to apply a document supply chain (DSC)
model (incorporating document automation, imaging, and output management) to
build/evaluate solutions. By 2002, DSC market leaders will be one-stop shops
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(providing dynamic document manufacturing, warehousing, and logistics)
offering easily verticalized platforms.

7. By 2000, “web architects” will manage dynamic content management platforms
comprising XML, metatagging/indexing, document management, information
retrieval, and secure publishing/access services, supporting numerous/diverse
content owners and generators. By 2002/03, web infrastructures (driven by
database, groupweb, and platform vendors) will provide these features as standard
functionality.

8. By 2002, XML components and standards (e.g., XML/EDI, XSL, WebDAV,
DOM) will be the nucleus of web information management. However, XML
development will proceed slowly through 2000, even as XML facilities become
embedded within application server, database, document management, and other
products.

9. During 1999/2000, a new breed of supply chain management (SCM) vendors will
emerge to provide operational/planning frameworks (e.g., order, transportation,
Mart, export). By 2001/02, ERP/ERM-dominated solutions (ERP/ERM-built or
strategic partnerships) and SCM framework solutions will drive extreme
independent vendor attrition/consolidation. By 2002/03, collaborative business-to-
business process chains will be facilitated by XML-centered EDI and agent
messaging.

10. Through 1999/2000, traditional AD environments for multi-tier client/server will
expand to encompass application services, object model frameworks, and
integrated development environments (IDEs); this will drive increasingly
componentized architectures. Concurrently, web development tools and
application servers supporting target-agnostic implementations will mature and
converge with conventional client/server IDEs. By 2002/03, evaluation criteria
will shift from infrastructure (e.g., scalability, reliability, availability) to developer
productivity as technology and architecture become commoditized.

11. During 1999/2000, requirements for ubiquitous, in-context information will force
a transition away from traditional business intelligence tools toward development
frameworks for process-centric business performance management (BPM) and
analytical applications combined with sophisticated distribution/logistics. By
2000, web-based BPM portals supporting multi-channel/method interaction will
dominate mass deployment of information. During 2001/02, codified business
content will drive increased industry verticalization of BPM solutions.

12. During 1999/2000, business process orientation will dramatically increase
demand for enterprise application integration. This will drive convergence of
application server, processware, and traditional extract/transform/load/manage
technologies. By 2001/02, ERP/ERM-specific APIs, EDI, and DBMS-centric
middleware will be subsumed by higher-level models; concurrently, application
interfaces will evolve from request/response to XML-based event-publishing
models.
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13. EC providers will use IP security and quality of service (QoS — 1999/2000) to
tier offerings, ranging from synchronous communications for real-time
information sharing to asynchronous services for information exchange. By
2001/02, EC providers will offer a range of community-of-interest network
(COIN) services (e.g., hosting, translation, community management, outsourcing)
priced by end-to-end service-level agreements.

14. Driven by EC and third-party access, certificate-based authentication and access
control will proliferate, with competing application interface standards (CAPI,
CDSA, GSSAPI) through 2001/02 — evolving to smart cards (2002/03).
Encryption standards (IPSec, S/MIME) will mature (2000/01), integrating within
network and OS infrastructures with ties to PKI (public key infrastructure) for
policy management. PKI will become the centerpiece of security infrastructure
(2000-03) as firewalls multiply throughout the enterprise.

15. With application paradigms (host, 2/3-tier, messaging, etc.) being reinvented in
Web/Internet guises (SMTP, HTTP, XML), only network-centric infrastructure
impact assessments and infrastructure pattern matching disciplines will avert
performance catastrophes. These will contain IP platform complexity/costs while
justifying investments (1999-2003).

16. By 2000, business-to-business e-commerce infrastructure (B2B EC) will be a
strategic imperative. However, mainstream middleware technologies addressing
the three key B2B EC infrastructure issues — reliable B2B transport, secure
enterprise application access, and robust management of external workload
“spikes” — will not emerge until 2002/03.

17. Web-based collaboration tools to publish and subscribe to information sources
across multiple corporate data stores (e.g., mail, database, web server) will
dramatically increase cataloging and management requirements through 2005.
Publishing will rival mail as the primary collaboration activity for most users by
2002, with content published to both internal and external constituencies. IT shops
will be challenged to provide end users with publishing tools and search
capabilities to support this process.

18. By 2002, the web will supplant client/server as the dominant application
architecture. However, competing approaches (e.g., Microsoft DNA, Sun Java)
and rapid evolution will make exploitation difficult through 2002. web architects
must establish staged standards for web browsers/servers, web application
services (e.g., application servers, assembly engines), interface standards (e.g.,
XML, EJB), and user interfaces to minimize costs and maximize benefit. By
2003, products/standards will mature and packaged applications will be fully
web-enabled.
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19. Web site development/management will emerge (1999/2000) as a core IT staff
competency. A formal I*net team with unique roles (e.g., Webmaster, architect,
engineer, Web developer) will emerge, working with other groups (e.g.,
application development, LOBs) to provide web-based services and
application/content delivery. By 2002/03, site operations (e.g., content
management, monitoring, traffic/usage analysis) will emphasize quality of service
and policy management by user/application class. A primary web service model
will be the I*net team as an “internal ISP” to business units and a general
contractor for external web hosting.

20. The GUI will evolve by 2000 into the WUI (web user interface), characterized by
content-centric, browser-based applications; componentized distributed
computing architectures; and multimedia interfaces (e.g., voice, handwriting, 3D)
that proactively profile and assist users. WUI-based I*net portals will emerge by
2000/01 as the primary consolidation mechanism for both data and application
services, providing a cross-product/vendor user interface layer. XML will be the
primary content/data integration mechanism at both the client and server,
providing a rich “glue” for portals. Productivity tools and business applications
will be delivered as an extensible collection of components leveraging a growing
HTML/XML content framework.

21. Companion computing devices in a multitude of form factors (e.g., handheld,
cellular, pager, information appliances) will be widely used in both the business
(2001/02) and home (2003/04), establishing a pervasive computing environment.
In the enterprise, devices will evolve from simple personal information managers
to more fully featured web access and enterprise application devices. Rather than
coalesce around a single form factor, a personal-area network of multiple
interconnected devices (including notebooks and servers) will emerge to support
roaming users.

22. The desktop market will be serviced by a broad range of client options — from
low-cost “thin” devices targeted at fixed-function operational use to high-end
devices addressing knowledge workers and technical users. Intel-based Windows
PCs will continue dominating the market (80% in 2002). A renewed focus on
speech/conversational interfaces and personalization/profiling will drive demand
for client-side system resources through 2005.
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MISSION

The mission of Middleware is to provide the software that supports interactions
between Clients and Servers. Middleware includes the efficient and reliable delivery
of messages to and from the Server, transaction services, security services,
synchronization services, queues messages, event service, inter/intra application
communications and resource management. Middleware does not include hardware.

INTRODUCTION/BACKGROUND

As TDHS moves to a distributed platform infrastructure, middleware will play an
increasingly important role in logically presenting a single-system image and in
simplifying application integration. As our physical environment of Internet/Intranet
servers, application, transaction and database servers becomes more complex,
middleware will hide much of this complexity and will reduce the effort involved in
delivering applications into this environment.

For example, the user of the "Data Broker" Internet application may be aware that
they are relying on a Web Server but behind-the-scenes use of a database server, an
application server are hidden. Likewise, the developers of the "Data Broker"
application should not be burdened with the technical details of communicating over
a TCP/IP network, but instead, communicate to "middleware" products using a
simpler application interface and freeing the application from the underlying
infrastructure.

Middleware products are an evolving technology encompassing a wide range of
capabilities from database access to very sophisticated integration engines known as
message brokers. Much of the increased demand for middleware is due to several
factors:

! Growth of Intra/Internet, Data Mart and ERP (Enterprise Resource
Planning applications such as PeopleSoft) requires sophisticated,
networked application architectures and integration of services.

! Complexity and fragility of distributed platform infrastructure

! Component-based systems allowing applications to be "assembled" from
re-usable parts (components)

By delivering common, standard solutions to cross-platform communication and
related services, middleware products offer the following benefits:

! ADAPTABILITY. A very important aspect of middleware is that by providing
a common service through a standard application interface, applications
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are freed from a specific infrastructure. For example, applications
requiring relational data can access that data from a Sybase database or an
Oracle database just by changing the target DBMS, not the application.
Applications and technology can evolve and adapt to changes with
minimal or no impact on each other.

! FLEXIBILITY. The features and capabilities of applications can be modified
without changes to the technical architecture. For the same reasons that the
infrastructure can change without impacting the application, the
application is free to change without necessarily impacting the
infrastructure.

! REDUCED INTEGRATION EFFORT. Standardizing and expanding the
capabilities offered through middleware products will allow purchased
applications and services to be more easily integrated. Growing
populations of application packages are adopting industry middleware
standards allowing these products to inter-operate.

MIDDLEWARE SERVICES

Middleware products fall into several categories depending on the services provided.
It is very likely that multiple middleware products will be used at TDHS to deliver
the complement of services needed.

COMPONENTS

The categories of Middleware that TDHS plans to explore or implement include:

Messaging-Oriented Middleware (MOM)
Messaging-oriented middleware provides applications with the ability to send and
receive messages across platforms.  The messages contain application-specified
information and/or directives meaningful within the context of the application. The
message is queued and made available to one or more target applications as in a
"publish" and "subscribe" architecture.

Most MOM products include the following basic services for peer-to-peer
communication:

! queuing messages in a permanent cache managed by the product

! guaranteeing the delivery of a message. Guaranteed delivery eliminates
complicated application logic ensuring that messages are received and
processed.

! synchronous and asynchronous processing of messages. Asynchronous
processing of queued messages frees the sender from waiting for a
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response. Synchronous processing requires the sender to suspend
execution until results are sent back from the server.

Object Request Brokers (ORBs)
Object Request Brokers provide the means for communicating between application
objects (components) residing on different platforms. ORBs rely on the publishing,
registering and communication between components.

Given this definition, the Object Management Group's CORBA specification,
Microsoft's Distributed Component Object Model (DCOM), and JavaBeans are all
ORB specifications. See the Standards section for more explanation of these
specifications or standards.

Transaction Processing (TP) monitors
Transaction Processing Monitors (TPM) are middleware products servicing clients
requiring transaction services in an n-Tier distributed application environment. TPM
middleware products are important when applications require high transaction
volumes, load balancing, failure recovery and fail-over capabilities. They provide the
following core services:

! Transaction Integrity is a necessary service to ensure that atomic database
transactions comprising a business transaction are applied successfully or
not at all. If any one transaction fails, all transactions contained in the unit
of work must be rolled back to return the database to its "before" state. If
all succeed, all are committed to the database(s).

! Two-phase commit is a means of implementing transaction integrity when
there is more than one target database system (server) involved in the
transaction. Two-phase commit ensures that all servers have successfully
posted the transactions targeted at their database before committing these
to the databases involved in the unit of work.

! Failure Recovery provides means for reestablishing the appropriate
connections and restarting transactions when network and platform
outages occur.

! Load Balancing is a feature of Transaction Monitors in which the server
component manages the workload presented by the clients by fully
utilizing the resources available. Transaction Monitors generally utilize
transaction priorities and multiple database sessions and/or threads to
optimize throughput.

Microsoft Transaction Server and Sun's Java Transaction Service have extended their
ORB middleware solutions to support Transaction Services. These become an
alternative approach to providing an object based transaction monitor capability.
These are evolving products and are relatively new to the market.
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DB gateways
This type of middleware provides gateways to the database. The ODBC standard is
the most common. In addition, most database vendors support a proprietary hi-
performance database gateway such as Sybase's Open Server and Oracle's DB
Gateway. There are also database to database gateways such as Sybase's
OmniConnect.

Application Servers
Application servers are the combined packaging of middleware with a language that
can be used to process business logic.

Enterprise Application Integration tools (EAI)
Enterprise Application Integration tools are the combined packaging of middleware
plus data transparency incorporated into a single tool.

Enterprise Application Integration tools allow the movement and exchange of
information between different application and business processes .

Rule engines
Rule engines are an immature technology but one that holds much promise for
processing business rules against client data. Rule engines are typically used to
process business rules that deal with the routing of documents or access to objects.

Intelligent agents

Intelligent Agents are adaptive and autonomous computer programs that can be used
to create software that perform tasks for users based on implicit or explicit user
instructions. Intelligent Agents can improve human-computer interactions by:

•  hiding the complexity of difficult tasks

•  by performing laborious tasks

•  conducting transactions on a user's behalf

•  training and teaching

•  helping different users collaborate

•  monitoring events and procedures
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PRINCIPLES

Principle 1: Middleware should be implemented under unified management.

Justification

Unified management of middleware is essential to minimize the cost of resources and
to maximize the utility of the middleware products. The acquisition, support and
training costs can be constrained. In addition, Middleware is a rapidly evolving
technology and requires a highly governed evolution.

Middleware is a critical part of the distributed computing environment because it
allows the technical architecture to meet the goals of efficiency and sharing of
information. Strategic infrastructure benefits the entire agency and should be
implemented under unified management.

Principle 2: The number of Middleware packages/vendors should be
minimized while providing needed middleware services.

Justification

Limiting the number of middleware packages/vendors will help hold down the costs
for acquisition, support and training. It will also make it easier to reuse middleware
components.

Principle 3: TDHS will buy its Middleware, not build it.

Justification

Purchasing middleware allows TDHS to provide services with fewer staff.  It also
makes the costs of middleware more predictable and will provide for incremental
improvements as the chosen middleware package(s) evolve over time.

Principle 4: Develop a middleware strategy before selecting development tools.

Justification

Precede selection of application development tools with an application
communication middleware strategy. In the long term, use of middleware by many
applications is of more strategic importance than any one application development
tool. Middleware selection should drive the choice of application development tools,
not vice versa. A range of communication methods are available through middleware.
A combination of products may be required to accomplish this principle.
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Principle 5: Use a middleware that is independent of development tools.

Justification

The purpose of middleware is to facilitate communication in a multi-platform, multi-
language environment. If the middleware is tied to a single vendor’s product, then the
goal of facilitating communication in a diverse environment has not been met.
Implementing middleware that supports multiple vendors’ products helps protect
TDHS from being negatively impacted by market forces.

Principle 6: Middleware inter-application communication will be used to
establish firm boundaries between the User Interface (UI), the
Application Logic and the Database.

Justification

Middleware will provide a common interface around which distributed applications
can be built. By using middleware to partition application requirements, applications
can be delivered more rapidly. With firm boundaries, complexity is reduced from the
UI programmer's point-of-view. In addition, greater portability of the application
logic is possible.

Principle 7: Programmer Domains will be divided into the UI (User Interface)
and Business Logic.

Justification

Dividing the programmer domain into UI and Business Logic allows partitioning
when developing or maintaining applications. It also encourages module or object
reuse. Containing the number of UI and Business Logic tools and skill sets can
minimize training costs.

Principle 8: Middleware will provide the message-based intra/inter-
application communications.

Justification

Using a message-based architecture allows more independence in how an IT service
is fulfilled. While both asynchronous and synchronous messaging are useful, use of
asynchronous should be encouraged. Applications will be designed to take advantage
of logic and data location transparency using message-based communications.

Asynchronous messaging is especially useful for remote users, those using handheld
platforms or slow dial-up connections.

Principle 9: Middleware will support the design and implementation of event-
driven systems.
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Justification

Event-driven systems will help to minimize the need for batch processes, provide
more timely information to the customer and allow for load balancing to meet
customer requests. Middleware is especially well suited to supporting event-driven
systems that utilize enterprise-wide resources.

Principle 10: Component sharing (including objects) across the enterprise will
be accomplished with the use of Middleware.

Justification

Distributed OO technology and object reuse will be enabled through the use of
Middleware. Cross-application logic or object sharing is best enabled with
Middleware.

Principle 11: Middleware should allow TDHS security policies to control both
data access and application access.

Justification

By implementing middleware control of access to both data and applications, TDHS
can help reduce the development costs of applications while increasing and
standardizing the application of security policies. Unified access control will help
reduce the costs for security administration when compared to systems that allow
individual database and application security.

Principle 12: Middleware will utilize well proven mainstream technologies with
priority given to products and vendors who adhere to industry
standards and open architecture.

Justification

TDHS needs to avoid weak vendors who may be exiting a given market. TDHS
should pick vendors who can provide long-term support. This will help to reduce the
risk of TDHS supporting 'orphaned' technology.

Open, vendor-neutral systems standards provide flexibility and consistency that will
allow TDHS to better survive the demise of any given vendor or any given product.

Principle 13: TCO will be considered in middleware acquisition/replacement
decisions.

Justification

TCO should be a major factor in acquisition/replacement decisions in order to
increase cost-efficiency and accurate account of tool and product expenses
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Principle 14: Consider growth and scalability when purchasing middleware.

Justification

The number of clients served by TDHS can change dramatically due to economic or
legislative changes. TDHS must plan for fluctuations in staffing and clients.
Middleware provides adaptability to change resource requirements.

Principle 15: Exiting middleware technologies must use a TCO-driven
retirement plan.

Justification

A TCO driven retirement plan would allow TDHS to balance resources needed to
replace obsolete middleware versus maintenance costs associated with extended use
of outdated technology.

Principle 16: Middleware requirements must be compatible and support the
TDHS Disaster Recovery Plan.

Justification

Middleware support the TDHS Disaster Recovery Plan and helps to minimize
recovery time. The load balancing and location transparency features of middleware
help to limit down time and increase platform and application interoperability,
thereby reducing costs.

STANDARDS & PRODUCTS

Object Request Brokers

CORBA
CORBA, COMMON OBJECT REQUEST BROKER ARCHITECTURE, is an industry standard
specification for communicating between distributed objects. The OMG, a
consortium of vendors and Corporations has ownership of the CORBA specification.
The OMG is a vendor neutral body whose goal is to establish an industry-wide
standard for object-to-object interoperability.

The OMG defines the Object Request Broker (ORB) as: "an application framework
providing interoperability between objects, built in (possibly) different languages,
running on (possibly) different machines in heterogeneous distributed environments."
It is the cornerstone of OMG's Object Management Architecture.

The CORBA specification defines the OMA Architecture, the facilities provided by
the ORB, the means for interfacing to the ORB, and supplementary services including
Transaction Management, Naming, Logging, Events and Security.



TEXAS DEPARTMENT OF HUMAN SERVICES

Middleware Architecture Page 11 of 12

8/31/1999 DR AFT Version 1.0

The CORBA specification level II provides for inter-operability between objects built
with different CORBA products. The goal is to allow invocation of any CORBA-II
compliant object on any platform regardless of the mix of ORB vendors. This goal is
not fully realized at this point in time and there is no clear commitment on the part of
the vendors to fully comply.

IIOP, INTERNET INTER-ORB PROTOCOL, is Web-based protocol developed by the OMG to
implement CORBA solutions over the World Wide Web. IIOP enables browsers and
servers to exchange integers, arrays, and more complex objects, unlike HTTP, which
only supports transmission of text.

DCOM
DCOM, DISTRIBUTED COMPONENT OBJECT MODEL is Microsoft's middleware product for
distributed components. DCOM offers similar capabilities to the CORBA
specification, but differs from CORBA in the way the connection between the
application components is established and managed.

DCOM is available on Windows platforms although there are plans to port to Unix
and other operating systems. There are products which bridge between CORBA and
DCOM objects allowing both models to co-exist, but DCOM itself, unlike CORBA
does not support inter-operability between different CORBA objects.

Enterprise JavaBeans
JavaBeans is Sun's component model allowing Java applications to use existing Java
components much like Microsoft's COM capability. Enterprise JavaBeans (EJB)
extends the JavaBean component model to include non-Java components by wrapping
them with a CORBA interface. JavaBeans can then use CORBA services as any other
CORBA-compliant object.

Component Standard Sample Products of
Major Vendors

Message-Oriented
Middleware

none, all
implementations are
proprietary

BEA MessageQ

Microsoft MSMQ

IBM MQSeries

CORBA BEA WEBLogic

IONA ORBIX

Object Request
Brokers

DCOM various Microsoft
products
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EJB too immature to select
an enterprise standard

Transaction
Processing Monitors

none, all
implementations are
proprietary

BEA Tuxedo

Microsoft MTS

DB Gateways none, all
implementations are
proprietary

Oracle DB Gateway

Sybase OpenServer

Sybase OmniConnect

Application Servers none, all
implementations are
proprietary

Oracle Application
Server

Silverstream

Microsoft MTS

BEA WEB Logic

Enterprise Application
Integration tools

none, all
implementations are
proprietary

very small market, but
leading vendors of the
market are:

CrossWorlds

Vitria

Neon

Rule Engines none, all
implementations are
proprietary

very small market, but
leading vendors of the
market are:

Blaze Software's Blaze
Expert, formerly
Neuron Data

CA's Aiion

Intelligent Agents none, all
implementations are
proprietary

too immature to select
an enterprise standard
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Figure 3.  Switched Network

PBX / CBX

PBX is an acronym for Private Branch Exchange, and CBX refers to the currently
utilized Computerized Branch Exchange telephone systems.  It may be unusual to
think of telephone systems as part of data networks, but as voice and data networks
converge, it becomes more appropriate to have "voice routing equipment"
connected to the data network.  CBX's are simply large, computer controlled
switches that connect incoming voice traffic, typically from the Public Switched
Telephone Network (PSTN), to the correct extension.  They will also route
outgoing voice traffic from an enterprise to the PSTN with enough information to
get the traffic to the correct destination.  CBX's are also able to direct voice traffic
to network routers to take advantage of lower cost data networks by utilizing
Voice over IP.  By taking advantage of the intelligence of the CBX, call routing
can be accomplished by establishing various parameters that allow the CBX to
direct a call based on "Least Cost", "Time of Day" or other variables.  The default
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routing remains in place such that if others are busy or not available, routing
through the PSTN will take place.

IMPLEMENTATION APPROACH

Avoid New Deployment/
Migrate from technology

Current
Technology
             Direction

Emerging Technology

BUS OR RING TOPOLOGY STAR TOPOLOGY

TOKEN RING PROTOCOL 10 BASE T

ETHERNET

100 BASE T ETHERNET,
GIGABIT EHTERNET, OR

ATM

COAXIAL CABLING CATEGORY 5 UTP CATEGORY 6, CATEGORY

7,
OR FIBER OPTICS

IPX PROTOCOL IP IPV6

Table 1.  Implementation Approach for LANs

STANDARDS

Standards reflect the current state of the infrastructure at TDHS.  It’s important to
note that infrastructure is only an instantiation of the architecture at a point in time.
The infrastructure may or may not reflect the future state envisioned by the
principles, but it does provide a leverage point for future technology investments
that assist in meeting the principles.

The following standards have been established for LAN implementations.  The
goal is to employ only open systems based on industry approved standards, but a
full complement of open standards do not yet exist for all components of LANs.
Therefore, a combination of industry standards, de facto industry standards,
mutually agreed upon product standards, and open standards are currently required
to support TDHS’ heterogeneous operating environment.  All standards will be
periodically reviewed.  When available and feasible, new standards and resources
will be identified.
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Technology
Component

Standard Status Currently
Installed

Futures

STAR STRATEGIC ETHERNET,
TOKEN RING

TOPOLOGY

RING LEGACY TOKEN RING,
FDDI

ETHERNET

10BASET
ETHERNET

LEGACY

100BASET
ETHERNET

STRATEGIC

LINK LAYER

ACCESS

PROTOCOL

16 MBPS TOKEN

RING

LEGACY

CATEGORY 5, 6 OR

7 UTP
STRATEGIC TYPE 1 AND

CAT 5 FOR DATA

 CAT 3 FOR

VOICE

FIBER STRATEGIC FDDI

CABLING

COAXIAL LEGACY ETHERNET

GLOBAL
UTP

 UN-MANAGED

10/100MB HUBS

STRATEGIC CISCO 100
SERIES

SWITCHED, MULTI-
SEGMENT

10/100MB

STRATEGIC CISCO 1900,
2900, AND
2924

CATALYST
5500

FAST ETHERNET,
( UP TO 260 PORTS,
IEEE 802.3U)

STRATEGIC CATALYST
5500

SHARED 10MB

HUBS,
( IEEE
802.3,CSMA/CD)

LEGACY

HUBS,
SWITCHES,
AND

MSAU’S

TOKEN RING

MSAU
LEGACY THOMAS

CONRAD

ATM
SWITCHES,
FAST

ETHERNET,
Gig Ethernet

COMMUNICATI

ONS

PROTOCOL

IP STRATEGIC IP V6
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Technology
Component

Standard Status Currently
Installed

Futures

SNA
 (APPN,
TN3270E,
DATA LINK

SWITCHING)

LEGACY

IPX LEGACY

NETBIOS LEGACY

ROUTING

PROTOCOL

RIP, Static Routes STRATEGIC IPV6
ROUTING

NORTEL
MERIDIAN 1
PBX OPTION 61

LEGACY NORTEL
MERIDIAN
PBX OPTION
11,21,51,61

PBX/CBX

ROLM 9751 CBX,
BIND 84

LEGACY ROLM 9751
CBX, BIND 84

NORTEL

MERIDIAN 1
OPTION 81 W/
VOICE OVER

IP
CAPABILITIES

Table 2.  Standards for LANs

WIDE AREA NETWORK (WAN) ARCHITECTURE

INTRODUCTION

A WAN is used to connect distributed network sites via private or public
telecommunication lines.  It typically serves as a customized communication
"backbone" interconnecting all of an organization's local networks with'
communications trunks that are appropriate based on anticipated communication
rates and volumes between nodes.  The existence of a WAN permits the
deployment of file, print, or application servers across the infrastructure to create
remotely managed LANs where close proximity of components is no longer a
requirement.

The use of WAN technology may also provide access to publicly shared networks
such the Internet.  Economies of scale and efficiencies of operation can be created
by treating the entire enterprise’s information infrastructure as a coordinated
resource.  Resources can be shared, information can be synchronized, and support
can be streamlined.
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Access to the public network must be obtained from an Internet Service Provider
(ISP).  With the addition of Internet access, the local network and/or wide area
network can now access computer sites throughout the world.  While this ability
improves the enterprise's access to information and expanded customer bases, it
also increases the need for security and improved management procedures.

TDHS’ strategic Network architecture includes the following facilities:

! Network Backbone: Backbone facilities provide for the aggregation of
an array of information, data, voice, video, and image, services into an
enterprise wide transport mechanism.  Compatibility with network
access facilities is vital for connectivity.

! Network Access: Access facilities provide a point of entry into the
company's network infrastructures.  In today's environment network
access facilities are provided by a variety of technologies, including
terrestrial fiber, hybrid coaxial wire, satellite, and wireless
technologies.  Access to TDHS should be transparent to the other
connectivity components and compatible with industry established
standards.

TECHNOLOGY COMPONENTS

The following technical components have been identified as necessary for the
successful implementation of the enterprise WAN:

PROTOCOL

A communications protocol is a set of rules governing how computers exchange
information with each other.  Protocols were originally proprietary, for example
'IBM's SNA and Digital's DECnet.  Today, the Internet uses protocols based on
open standards.  This permits connections between machines from many vendors.

CUSTOMER PREMISE EQUIPMENT (CPE)

Resources must be installed at the customer location to provide access from the
local network to the WAN.  This equipment includes:

! Router: A router is a device that connects separate networks together.
It forwards information packets via a determined best path through the
WAN

! Channel Service Unit (CSU): A digital interface device to connect
end-user equipment to the local digital telephone loop.
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! Digital Service Unit (DSU): A device used in digital transmission for
connecting data transmission equipment (DTE), such as a router, to
data communication equipment (DCE), or a service.

CARRIER SERVICES

These are comprised of various networking technologies offered by telephone
common carriers as a service.  Services are typically broken into two categories:
Switched (ATM, SMDS, Frame Relay and ISDN) and Non-switched (DDS, Point
to Point).

OTHER ACCESS SERVICES

These services may include the use of private polling systems, Virtual Private
Networks (VPN) providing secure access to TDHS systems over public networks
(i.e., the Internet).

INTERNET ACCESS

The Internet is a collection of networks with bridges or gateways between them.
The protocol used by these networks is TCP/IP.  Access to the Internet must be
obtained from an Internet Service Provider (ISP).  Connectivity to the ISP is
mainly obtained in one of the following ways:

! Direct: The local network is connected to a WAN with Internet
services.  Any computer on the local network can then access sites on
the Internet via the network.  This access is permanently available.

! Dial up access: A computer can use a modem (internal or external) to
make a phone call to an ISP, or to access another computer that already
has direct Internet access.  The dial up connection can be generated
using the Point to Point Protocol (PPP) or Serial Line Internet Protocol
(SLIP).  This allows the local computer to become a node on the
Internet, with an IP address, for the period of connection.  The machine
dialed into will either assign a specific IP number each time (server
allocation, PPP and SLIP) or give a number currently not in use
(dynamic allocation in PPP).  This access is only available for the
length of the phone call session.  When the phone connection is
terminated, the access is terminated and must be re-dialed to begin
again.
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IMPLEMENTATION APPROACH

Avoid New Deployment/
Migrate from technology

Current
Technology
             Direction

Emerging Technology

SNA, X.25, AND

PROPRIETARY PROTOCOLS

TCP/IP IPV6

Table 3. Implementation Approach for WANs

STANDARDS

In telecommunications, standards for products and services were created by the
originating industry monopoly, i.e. the Phone Company. Even though the
monopoly has been disbanded, the proven standards that were established have
remained.  With data communications, however, there have always been many
companies offering individual products and services.  Although interim product
standards have emerged as one companies product gained market share, there has
been a lack of industry level standards.

Therefore, until industry standards are established, an enterprise must choose to
implement product based standards in order to create a manageable solution to the
maintenance and management of its data communications infrastructure.

The following standards have been established, for the implementation of
communications components to connect with the enterprise WAN.  The goal is to
employ open systems and industry approved standards, but a full complement of
open standards does not yet exist for all components of WANs.  Therefore, a
combination of industry standards, de facto industry standards, and open standards
are currently required to support a heterogeneous operating environment.
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Technology
Component

Standard Status Currently
Installed

Futures

STATIC

ROUTES

STRATEGICPROTOCOL

ROUTING

OSPF STRATEGIC

IP V6
ROUTING

ROUTER CISCO STRATEGIC CISCO1000,250
0,2600,3000,36
00,3800,4000,4
500, 7000

Bay BCN, CN

GDC NMS 510,
552

LEGACYCSU/DSU

ADTRAN STRATEGIC

POINT-TO-
POINT

FRAME-RELAY

CARRIER

SERVICES

ISDN

ATM

ADSL

IDSL

LAYER 2 WAN

PROTOCOLS

HDLC, PPP S TRATEGIC

IP STRATEGICLAYER 3
PROTOCOLS IPX LEGACY

IP, IPX

IPV6

Table 4.  Standards for WANs

NETWORK-CENTRIC APPLICATIONS

INTRODUCTION

Designing and developing distributed client/server applications can be challenging
because of the complications of a network. Network-related complications include:

! Moving data over a network is slower than moving the same data inside
a single computer. The longer time required to move data between
components of the application or between applications affects
application performance. This time span is called latency.
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! Not all network links operate at the same speed. This causes end-to-end
application performance to vary, depending on where users and
application components are located.

! Other applications will be using the network, too, which may reduce
the network bandwidth available to your application.

! Network links and servers on the network will occasionally be down or
unavailable. This can impact application performance and robustness.

While network issues should not affect the coding of application, application
designers should consider the impact of their application on the network. The
network connects the user interface with the business rules and the business rules
with the data access code. Application design decisions affect the flow of data over
the network. The design decisions impact performance. This section describes
design considerations for effective use of the network by applications.

There are 3 major areas of consideration for networked applications:

! Infrastructure: The planning and implementation of necessary network
infrastructure must be driven by business requirements. Well
constructed applications supporting most of the state’s business can be
supported by existing networks (LANs and WAN) Sometimes, though,
business requirements will dictate the need for some out-of-the-
ordinary network support. For example, if business requires high
bandwidth (e.g., for video or to replicate large databases), or requires a
wireless network (e.g., for remote users), the connectivity requirements
must be understood before application design begins, so the
infrastructure can be available when the application is deployed.

! Application design: Designers should make no assumptions about
where application components will be deployed, or about the network
bandwidth connecting the platforms on which it is deployed, unless
business requirements dictate otherwise.  If special networking is
required, design with the knowledge that business-supporting
infrastructure will be available. Otherwise, it is safer to assume a slow
link will connect application tiers and to design accordingly.

! Application deployment: Deploy applications and applications
components according to business needs. Except for “special cases,”
business needs are driven by the security and performance
characteristics of each application within the context of the universe of
applications supporting the business.
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IMPLEMENTATION APPROACH

Avoid New Deployment/
Migrate from technology

Current Technology
             Direction

Emerging
Technology

SYNCHRONOUS
COMMUNICATIONS

ASYNCHRONOUS
COMMUNICATIONS

REAL-TIME UPDATES TO
REPLICATED DATABASES

OFF-HOURS,
SCHEDULED DATA
TRANSFERS

CODING TO NETWORK API CODE TO
MIDDLEWARE API

Table 5.  Implementation Approach for Network Centric Applications

STANDARDS

There are currently no statewide standards for Network Centric Applications.
When standards emerge, they will be documented in a future release of this
chapter.
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	AD8. 	Application delivery should be evolving toward an object-oriented approach.

	Justifications
	Objects will allow for easier adaptation of business process changes.
	Independent software vendors are progressing from components to objects.

	Implications
	Component development is the logical and practical evolutionary step toward objects.
	A fundamental knowledge of objects must be obtained.
	Object trends must be watched.

	Share Components
	
	
	
	
	
	Principle





	AD9. 	Application systems share reusable components across the enterprise.
	(Dependent on other Principles.)

	Justifications
	Reuse will lower costs and maintenance efforts.
	Building components is not enough; they must be used to gain any benefits.
	The scope of reuse must be enterprisewide to recognize the greatest potential.
	Development or change is faster.

	Implications
	Must develop a culture of reuse.
	Design reviews become crucial.
	Management of reuse and of components is critical to sharing.

	Leverage Data Mart
	
	
	
	
	
	Principle





	AD10.	We should leverage the data mart to support decision making and reduce the development burden.
	(Emphasis on multiple data marts and using replicated, derived or calculated data.)

	Justifications
	Increased demand for access to agency data has led to a need for more information access.
	Reduces burden on programmers to generate reports and data queries.
	Data marts and their associated end-user tools make it possible to relieve this burden by making it the responsibility of end users.

	Implications
	Programmers have more time for development tasks; IT is still involved.
	Data marts and data repositories are needed.
	End-user tools must be provided.
	End users become more knowledgeable about information and the tools they need to access and analyze it.
	Requires consistent & meaningful data and standard data definitions.
	Topic: Infrastructure Component

	Enterprise Network as Virtual LAN
	
	
	
	
	
	
	Principle







	Justifications
	Increasing need for access to information across the enterprise.
	Lack of a robust network architecture will impact the success of distributed applications.
	Networks are the essential enabling technology for client/server, Internet, and collaborative computing.
	Expand the vision of organizations by reaching out to customers and suppliers.

	Implications
	Directory services
	High speed
	High bandwidth
	Interconnection of distributed LANs
	Legacy connection to client/server and Internet applications

	Server Partitioning: Workloads
	Justifications
	Server configuration (processors, memory, storage, etc.) is based largely on the expected volume and type of work.
	Servers should be configured for similar processing.
	As process workloads change or become stable, they can be distributed across servers as appropriate.
	Flexibility in disaster recovery design.

	Implications
	Apps/data with unpredictable or unique workloads partitioned to their own server.
	This includes Web, e-mail, imaging, data marts, and new applications.

	Apps/data with similar workloads can be deployed on the same server.
	Need to develop server configurations based on workload.
	Will require a trade-off, standard configurations lower costs over time.

	Virtual Data Center
	IC4. 	If there are any distributed servers, server management should be delivered using the concept of a central, virtual data center.

	Justifications
	Servers do not belong anywhere but a data center.

	Implications
	Servers in virtual data center configured and maintained exactly like servers in real data center.
	Invest in hardware and software rather than support staff and tuning.
	Remote personnel may be needed to perform minor tasks.

	Topic: Organization
	Architecture Insourcing
	O1.	Enterprise architecture development must be an insourced effort.

	Justifications
	Architecture comprises principles based on that enterprise’s business needs, and is used to guide the internal engineering efforts within the enterprise.
	These guiding principles cannot be impacted by the incentives and motivations that external partners invariably have.
	Architecture is not a one-time event.
	Architecture development skills are expensive, so a continual return on investment is desired.

	Implications
	Architecture becomes a function of IT, just like network support, application development, and database management.
	Architecture can have external assistance, but ultimately is led by an INTERNAL chief architect.
	Even when outsourcing ALL operations, architectural direction must be set by business-driven internal resources.

	Redefine Programmer Domain
	
	
	
	
	
	Principle





	O2.	To achieve “enterprise RAD,” we must redefine the domain of the programmer.
	(Often the most difficult Principle to implement.)

	Justifications
	Need to have a sustainable and scalable method of rapid application development.

	Implications
	Programmers will have to choose (or have chosen for them) which type of programmer they will be:
	Component developer
	Software assembler

	They can only be one or the other, not BOTH!
	IT organizations will need to determine how they will migrate to this mode.

	Infrastructure Development
	O3.	Infrastructure services are delivered and managed separate from application development.

	Justifications
	Centralized infrastructure services should provide standardized interfaces for application use.
	This separation of infrastructure and application development has generally been adopted by the IT industry.

	Implications
	Organizational structure needs to contain a separate support function for infrastructure.
	Employ infrastructure pattern matching in infrastructure design.
	Infrastructure Development (ID) must provide application interface services to access infrastructure components.
	Applications’ technical designs must conform to the use of ID-developed interface services.

	Matching Core Competencies
	
	
	
	
	
	Principle





	O4.	An IT organization’s internal core competencies are more fully developed in areas that are essential to program administration and service delivery.

	Justifications
	Today’s IT skills are very expensive.
	Investment in IT skills must contribute to program administration and service delivery.

	Implications
	Other areas are candidates for outsourcing.
	Must identify required core competencies.
	Topic: DHS Additions

	Ensure Security, Confidentiality and Privacy
	
	
	
	
	
	Principle





	DHS1.	IT systems will be implemented in adherence with DHS’s security, confidentiality and privacy policies.

	Justifications
	Helps safeguard client information
	Enhances public trust
	Protects DHS assets
	Enables compliance with public funding requirements

	Implications
	Need to identify, publish and keep the applicable policies current
	Need to monitor compliance
	Make the security, confidentiality and privacy requirements clear to designers, developers, etc.

	Consistent Security
	
	
	
	
	
	Principle





	DHS2.	DHS will use a consistent set of security interfaces and procedures.

	Justifications
	Simplifies use/lessens training requirements
	Enables central administration
	Protects DHS assets
	Reduces integration complexity
	Reduces costs

	Implications
	Appropriate standards must be developed.
	Need to develop a unified security mechanism
	Security requirements must be clear to designers, developers, etc.
	Need to monitor compliance

	Mainstream Technologies
	
	
	
	
	
	Principle





	DHS3.	IT solutions will use industry-proven mainstream technologies.

	Justifications
	Avoids dependence on weak vendors
	Reduces risks
	Ensures robust product support
	Enables greater use of COTS solutions
	Allows DHS to stay current with industry standards

	Implications
	Need to establish criteria to identify weak vendors
	Requires migration away from existing weak technologies in the DHS environment

	Industry Standards
	
	
	
	
	
	Principle





	DHS4.	Priority will be given to products adhering to industry standards and open architecture.

	Justifications
	Avoids dependence on weak vendors
	Reduces risks
	Ensures robust product support
	Enables greater use of COTS solutions
	Allows DHS to stay current with industry standards
	Allows flexibility and adaptability in product replacement

	Implications
	Need to establish criteria to identify standard products

	Total Cost of Ownership
	DHS5.	The TCO for applications and technologies must balance development, support, disaster recovery and retirement costs along with the costs of flexibility, scalability, ease of use/support and reduction of integration complexity.

	Justifications
	Leads to higher quality solutions
	Reduces TCO
	Enables improved planning and budget decision making

	Implications
	Requires designers and developers to take a systemic view
	Need to selectively sub-optimize
	Need a way to identify TCO
	Increased need for information sharing related to TCO of projects

	Plan for Growth
	
	
	
	
	
	Principle





	DHS6.	IT must plan for growth and expansion of services in all projects.

	Justifications
	Cost effective approach
	Hardware is cheaper than labor
	Reduces cost of maintainability
	Enables quicker response to growth and change

	Implications
	Requires a culture shift and education
	Need to predict growth from historical trends

	Formal Software Engineering
	
	
	
	
	
	Principle





	DHS7.	DHS must employ documented systems and software engineering practices and methods based on accepted industry standards.

	Justifications
	Reduces training costs
	Reduces reliance on project management and staff for success
	Leads to benchmarks for measurement
	Enables improved quality assurance
	Enables repeatability and consistency

	Implications
	Need to agree on practices and methods
	Requires a process definition function
	Requires practice and method training
	Requires monitoring for compliance

	Separate Testing
	DHS8.	DHS must use a separate testing group for IT projects.

	Justifications
	Improves quality of IT solutions
	Leads to better defect detection
	More objective approach/avoids conflict-of-interest

	Implications
	Requires cultural and organizational change
	Need to retrain or acquire staff with proper skills
	Need a separate test environment
	Project planning must allow time for testing

	TCO-Driven Retirement
	
	
	
	
	
	Principle





	DHS9.	DHS must have a TCO-driven retirement plan for exiting technologies and applications.

	Justifications
	Reduces TCO
	Simplifies the IT environment
	Reduces IT skills required for support

	Implications
	Need to define a process
	Need to ensure coordinated retirements (don’t cut users off)
	Need to know all interfaces

	Disaster Planning & Recovery
	DHS10. DHS must include Disaster Planning for all systems and have Disaster Recovery in place for appropriate systems.

	Justifications
	Information is a critical resource
	Delivery and access to information must be ensured for critical systems
	Systems must be operational to deliver critical client services

	Implications
	Need to ensure Disaster Planning is included in each project
	Create a process ensuring sufficient Disaster Recovery resources and plans
	Need to review Disaster Recovery Plans in conjunction with new systems being developed and when a system is retired.

	Quality Management
	DHS11. All deployed solutions shall provide management CAPABILITIES AND metrics for the purpose of measuring capacity, reliability, stability and accessibility of the IT solution..

	Justifications
	The complexity of a distributed computing environment demands resource constraint, error condition and anomalous condition management
	Proactive management improves overall IT solution availability, serviceability and reliability
	Systems must be operational to deliver critical client services

	Implications
	Need to include proactive management metrics for each IT service and solution provided to the agency across each technology domain.
	IT solutions must provide metrics to the groups that manage the overall solutions environment.
	Metrics need to cover resource utilization, transaction counts, user thresholds, application failures, server and database work loads, version control, data movement management, and etceteras.
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